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Abstract. Possibilities and methods of applying the concept of uncertainty in order to assess the quality of
control are investigated. An analysis of the approaches currently used for uncertainty assessment is carried
out. The use of the informational approach for this purpose is substantiated. It is proposed to use informational
uncertainty as a criterion for the quality of control tools. For this, the amount of negative information
(misinformation) caused by the imperfection of management methods and devices is calculated. The method
of estimating the amount of misinformation is based on Bongard's concept of uncertainty. Misinformation is
considered as Bongard's negative useful information. The amount of misinformation is the difference between
the Shannon entropy and the Bongard’s uncertainty and is used as a criterion for absolute information
uncertainty. The criterion of relative information uncertainty is also proposed as the ratio of the amount of
misinformation introduced by the control tool to the maximum possible value of misinformation. The maximum
value is the amount of misinformation at zero Shannon entropy. Mathematical expressions for calculating the
absolute and relative uncertainty of control systems are given.

Formulas for calculating deterministic analogs of Shannon's entropy and Bongard's uncertainty are proposed
to assess the quality of control tools that are investigated by non-statistical methods. Appropriate expressions
for calculating criteria of absolute and relative uncertainty based on transient processes of control systems
are derived.

The practical use of the proposed method is shown. To demonstrate the use of the criterion of information
uncertainty, simulation of the PID controller was carried out using Scilab/Xcos tools. The vectors of input and
output values obtained as a result of modeling were processed using the formulas introduced in this article.
The criterion of relative information uncertainty was applied to compare the quality of PID controllers that
were discretized by different methods.

Anomauis. /[ocniodxicyomscs MONCIUBOCHI MA MeMOOU UKOPUCTAHHS KOHYENYii HeGUSHAUEHOCMI 3 Memo
OYIHKU SKOCMI YNpaeiiHHs. Bukonanutl awaniz nioxoois, w0 HUHI BUKOPUCMOBYIOMbCA O OYIHKU
HegusHauenocmi. OOTPYHMOBYEMbCA GUKOPUCMAHHSL 3 Yi€l Memoto iHgopmayilinozo nioxoody. Ilpononyemuvcs
BUKOPUCTHOBYBAMU THHOPMAYIIHY HegUHAYEHICMb K Kpumepili akocmi 3aco0ie Kepysauua. s yboeo
PO3PAxX08yEMbCSL KilbKicmb He2amusHol ingpopmayii (Oezingopmayii), wo cnpuyunsaemvcsi HeOOCKOHARICIIO
Memodis ma npucmpois kepysanHs. Memoo oyinku xinbkocmi Oesingopmayii 3acHO8aHUN HA KOHYenyil
HesusHauenocmi boueapoa. Jlesinghopmayia pozensioaemscs sk necamusna KopucHa ingopmayis boueapoa.
Kinvxicmo  Oezingpopmayii € pisnuyero mioc ewmponicio Lllennona i nesusnauenicmio boueapoa i
BUKOPUCMOBYEMbCS K KpUmepiil abcontomuoi ingopmayitinol negusnawenocmi. 3anponoHosanutl maxkofc
Kpumepitl 8iOHOCHOT IHGhOpMaYitiHOi HeU3HAUEHOCI K BIOHOUEHHS! KITbKOCMI 6HeCEHOT 3ac000M Kepy8aHHs.
desinghopmayii 00 ii MAKCUMATLHO MONCIUBO20 3HAUEHHS. 3a MAKCUMATbHE 3HAUEHHS. bepembCs KilbKicmb
Oesingpopmayii npu Hyrvosomy 3Hauenni ewmponii Illennona. Hasedeni mamemamuuni eupasu Ois
PO3PAXYHKY AOCONOMHOI | BIOHOCHOI HEGU3HAYEHOCMI CUCeM KepYB8aHHsL.
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Jlns oyinku sikocmi Kepyrouux 3aco0is, aKi 00CIIONCYIOMbCS HeCMAMUCMUYHUMU MEMOOAMU, 3aNPONOHOBAH]
dopmynu 0na po3paxyuky OemepMino8aHux auanozie enmponii Illennona i Hesusnavenocmi bowueapoa.
Buseoeni 6ionosioni supasicentsn 012 po3paxyHKy Kpumepiie abconomHuoi i 8iOHOCHOI HeBUHAYEHOCMI HA
OCHOBI NepexiOHUX NPoYecie CUCHEM Kepy8aHHS.
Ilokazane npakmuune BUKOPUCMAHHA 3ANPONOHOBAH020 Memoody. [lna Oemoucmpayii 8UKOPUCMAHHS
Kpumepito inopmayitinoi Hesuznauenocmi 0y10 npogedeHo mooenroganus Ill/]-pecynamopa 3acobamu
Scilab/Xcos. Ompumani 6 pezyromami MOOENOBAHHA GEKMOPU 3HAHEHb GXIOHUX | GUXIOHUX GelUYUH
00pobsiIUCE 30 O0NOMO20I0 68edeHux y yiu cmammi ¢opmyn. Kpumepiti ionocnoi inghopmayiiinoi
HegusHaueHocmi Oy8 3acmocosanuli 01 nopieHaAHHA axocmi I11/]-pecynamopis, Axi Oyau OUCKpemu308aHi
PIBHUMU MemoOdaMu.
Key words: control system, criterion, quality of control, uncertainty measure, Entropy, Bongard's uncertainty,
misinformation, information saturation, Scilab/Xcos.
KuarouoBi cjoBa: cuctema KepyBaHHSA, KPHUTEpiil, AKICTb KOHTPOIIO, Mipa HEBHU3HAYEHOCTi, €HTPOTIis,
HeBU3HaueHicTs boHrapna, nesindopmaris, inpopmariiina HacuueHicTb, Scilab/Xcos.

Introduction. During the analysis and synthesis of control systems, the task of assessing the effectiveness and
guality of systems arises. Today, there are many criteria of effectiveness and quality, which are often
contradictory. To assess the quality of control, the following are used: overshoot, oscillation, duration of the
transient process, settling time, time to reach the first maximum of the controlled value, stability margin,
response speed, frequency of natural oscillations of the system, etc. Improving one indicator leads to
deterioration of another. It would be more convenient to have a single universal criterion that provides a
comprehensive assessment of the quality of control tools.
Thus, there is a need to develop a universal criterion for assessing the accuracy of the production of control
influences, which would allow taking into account various factors affecting the quality of the designed control
system.
It is known that a high degree of generalization of patterns and phenomena in a wide variety of areas is achieved
by using methods and concepts of information theory. This allows one to abstract from specific physical
processes occurring in the designed system. Many researchers view information as a methodological basis for
generalization and simplification.
It is necessary to analyze information processes, estimate the amount of information circulating in the system,
and calculate the degree of its distortion. Such characteristics of control systems as complexity, orderliness,
organization and entropy are used. However, such approaches have not found wide application in the practice
of analysis and synthesis of control systems.
Lately the Uncertainty Approach (UA) has become established in measurement theory. But uncertainty is not
only found in measurements. To a large extent, this concept also applies to problems of control. The
expediency of using UA also arises in relation to the quality of controls.
In paper [1], a similar problem was solved for assessing the quality of measuring instruments. It was proposed
to use the information criterion. There is introduced the concept of information uncertainty, which is estimated
by the amount of negative useful information, that is, misinformation introduced by the measuring instrument.
This approach is also useful for solving problems of analysis and synthesis of control systems.
Literature review. Since Shannon introduced the concept of information entropy as a quantitative measure of
the uncertainty of some source of information, a large number of researchers have proposed a number of other
approaches to estimate the uncertainty.
The first push for this was made by Alfrped Renyi in his report at the 4th Berkeley Symposium [2]. He
considered the problem of estimation of amount of uncertainty of the distribution g, that is, the amount of
uncertainty concerning the outcome of an experiment, the possible results of which have the probabilities p1,
P2, ..., pn. Renyi pointed out that the Shannon entropy

n

1
H = Z log, —
a(go) Prlog; Di (1)
k=1
is characterized by the following postulates:
(@) H(p1, p2, .., pn) is a symmetric function of its variables forn =2, 3,...

(b) H(p, 1-p) is a continuous function of p for 0 <p < 1.
(c) H(1/2, 1/2) = 1.
(d) H[p*O'] = H(gp) + H(Q) for two probability distribution ¢ = (p1, P2, ..., pn) and & =(q1, Gz, ..., gn)-
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Renyi indicated that there are many quantities other than (1) which satisfy the postulates above. He suggested
using the next quantity as a measure of the entropy of the distribution g = (p1, p2, ..., Pn):

1 n

Ho(9) = T—log, (kzl p;‘é‘>,
where a >0 and « # 1. He called it the entropy of order a of the distribution .
The authors of the article [3] made a review of entropy measures for uncertainty quantification that appeared
after Renyi, such as Tsallis entropy, Sample entropy, Permutation entropy, Approximate entropy, and
Transfer entropy. It is shown here that the information is the decline in disorder and ambiguity, uncertainty is
referred to the unlikelihood of logical reasoning, entropy is the expected information, and ignorance is the lack
of knowledge regarding the uncertainty.
Classical information theory is based on the use of probabilistic characteristics. As it shown in [4], evidence
theory is able to better handle unknown and imprecise information. Owing to its advantages, evidence theory
has more flexibility and effectiveness for modeling and processing uncertain information.
The essence of the evidence theory is described in sufficient detail in [5]. Evidence theory extends classical
probability theory. It is based on the basic probability assignment concept (b.p.a.), a generalization of the
concept of the probability distribution in probability theory. Each b.p.a. in evidence theory has a belief function
and a plausibility function associated with it. The belief (plausibility) value of a set is the minimum (maximum)
support of information represented by the b.p.a. on that set.
As evidence theory generalizes probability theory, there are more types of uncertainty in evidence theory than
in probability theory. In particular, Yong Deng [6] proposed a new uncertainty measure named as Deng

entropy:
m(A)
Eatm)==)  m(A)log 3~
where m is a mass function. If Y is a set of mutually exclusive and collectively exhaustive events denoted as
Y ={61,6,,...,0,,...,0/v}, then mass function is a mapping m from 2Y to [0, 1], defined as
m:2Y—[0,1]

and satisfying the following conditions:

m(®) = 0, z m(4) = 1.
Ae2Y

Deng entropy is the generalization of Shannon entropy since the value of Deng entropy is identical to that of
Shannon entropy when the b.p.a. defines a probability measure.
Paper [7] deals with the assessment of randomness of a certain variable X and with different criteria that can
be used to evaluate randomness. There are established optimal bounds between an tropic quantities and
statistical quantities in an interplay between information theory and statistics.
Avrticle [8] states that there are situations where probabilistic measures of entropy do not work. To deal with
such situations, instead of taking the probability, the idea of fuzziness can be explored. In this paper, a two-
parameter generalized measure of fuzzy entropy is proposed, where instead of the probability p(xi) the
membership function p(x;) of the fuzzy set is used:

B - i, ;
L logp ngf“ D (x )+ (1= g5 () ‘“}} O<a<l0<f<l;f>a

This value satisfies all the properties of fuzzy entropy, thus it is a valid measure of fuzzy entropy.

In study [9] it is proposed a new intuitionistic fuzzy entropy-based algorithm for feature selection before
classification tasks in an information system. For this purpose, new intuitionistic fuzzy entropy has been
developed to measure feature entropy (uncertainty) as parameters for feature selection.

A certain contribution to the development of uncertainty assessment methods was made by Ukrainian
researchers. In report [10] it is proposed an information model of the functioning of advertising. There is
introduced ideas about useful and harmful (excess) information. The concept of user’s thesaurus is also
introduced. The effectiveness of advertising is determined by the mutual influence of useful and redundant
information. The effectiveness of advertising is determined by the perception of positive information by the
recipient. Analysis of the information model of advertising leads to the conclusion of a two-stage process of
functioning of advertising. This is due to the influence of redundant information on useful information that
should be perceived by the recipient. In the case of the advertising operation the redundant information is
always harmful.

Let I1(t) and I2(t) be the functions of accumulation of positive and negative information:

HY (4)=
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dIl I .
dt 2
dIZ ’I
dt 1 ’

where T is a thesaurus of recipients; 8 is a coefficient of influence of the negative information on the positive
one and [’ is a coefficient of influence of the positive information on the negative one. It is presumed that f3,
B <1
Solving these equations, we obtain:

T
= 37/3"
I, = E{l —efB't,

L= (efFh—1y;

For large enough t:
T

B 2
I, = _E{eﬂﬁ't}.

L {ePF'ty;

These results show that an accumulation of both kinds of information 1:(t) and I»(t) depends on their mutual
influence.
Based on the given expressions, the criterion of advertising effectiveness is obtained:
BB't
e

B e T
ePB't +
B

The article [11] deals with the analysis of reliability and objectivity of information that can be found on the
internet and the objectivity and reliability of such information is compared to the system's behavior. The terms
"useful" and "useless" information have been introduced. On the basis of Shannon's law of connection between
information and entropy, as the measure of system's organization the notion of information chaos is analyzed,
it illustrating growth of entropy in such system.

Described is the parameter which has to discern authentic useful information available for analyzing and
obtaining new knowledge from false and biased. A variant of the general scheme of the dynamic information
system, reflecting the appearance of inaccurate information, is given.

The vast majority of the considered articles represent exclusively theoretical developments. As an example of
the practical application of information approaches, we can cite [12, 13].

The article [12] provides examples of the practical use of the entropy approach to statistical hypothesis testing
problems. The author considers relative entropy as the difference between two hypotheses Ho and Hi. The
Kullback-Leibler discrepancy is used as a measure of the discrepancy between the two distributions @ = (pa,

pz, ...,pn) andoz(ql, QZ,---, qn) p
Dy (p||o) = lo (—)
kL (8] Zp g q

It is also argued that the relative entropy is a special case of the Renyi entropy of order o — 1.

Another option is the Jeffries divergence as a symmetric version of the Kullback-Leibler divergence;
D;(]12) = Dk, ($l|2) + Dy (@]|$0).

For distributions ¢ = (p1, P2, ..., pn) and & = (q1, 9z, ..., gn):

Dy@lIo) = Y (0 - 9log (g)

As to [13] the structural reliability assessment is considered here for the larger and more complex systems with
implicit performance functions, also called black-box problems.

Kriging is a widely used and accurate interpolation method, that involves constructing a meta-model to
approximate the existing computer simulation model through the design of experiments and a small amount of
simulation model calculation. Using the active learning strategy, the Kriging model is iteratively updated until
the desired level of accuracy is achieved and deemed satisfactory.

This article aims to the improvement of efficiency for training Kriging metamodel by the proposed learning
function based on information entropy theory, namely IE-AK. By progressively exploring these important
samples to achieve the trade-off between accuracy and efficiency, the new method greatly accelerates the
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convergence of the Kriging metamodel without loss of accuracy, which is validated by a series of numerical
examples.
Purpose and Objectives. The purpose of this report is to justify the application of the information uncertainty
criterion as a generalized criterion for the quality of control systems. This necessitates solving the following
problems:
- to formulate a precise statement of the task;
- to develop a quality assessment method based on the use of information criteria;
- to demonstrate the practical use of the described criteria.
Methods. The methods of the theory of automatic control, mathematical modeling, and mathematical statistics
were used during the research. Open source software for numerical computation Scilab was used as a tool.
Modeling of systems was carried out by the imitative simulation system Xcos.
Results and Discussion. The design and operation of control systems are carried out under conditions of
uncertainty caused by incomplete knowledge of the processes occurring in the system, unreliability of technical
and software tools, etc. The generation of control actions is carried out by the control device based on
information about the state of the control object and/or about external disturbances acting at this object.
Let us consider a typical structural diagram of the control process (Fig. 1).

Disturbance £

| Controller Control action I'__ Plant

Error A

Figure 1 — Structural diagram of the control process

The control device generates the control action Y based on the input information, which is either data on the
deviation A of the state parameter of the control object from the specified value, or data on the disturbance Z
acting at the object. For generalization, we denote the input of the control device as X. Thus, the control device
performs the functional transformation Y = f(X).

Let us assume that P = {pi} is the probability distribution of input X, and Q = {q;} is the probability distribution
of output Y. For an ideal control device, P = Q. In reality, these distributions do not coincide due to the
imperfection of the device. The degree of mismatch can be estimated by the Bongard uncertainty value [14]:

n

N(p/q) = —Z pilog q;.
According to Gibbs' theorem, the inequality )

z pilogp; < Z pilog q;

is satisfied for all probability dlstrlbutlons ( pi|ieNy )i q. | IeNn and for all neNy; the equality holds if and
only if pi = q; for all ieN,. The proof of the theorem is given in [15].
In general,

N@/@) 2 Np/p) = = ) pilogp = Hp),
i=1
where H(p) is Shannon's information entropy.

It is known that the amount of information is a measure of uncertainty reducing regarding the object
under study. Bongard introduced the concept of useful information contained in the hypothesis g, with respect
to a problem with an answer probability distribution p. If it is assumed that useful information is zero when g;
= 1/n, the increment in useful information is given by the expression:

I =log n— N(p/q).

Since, due to the imperfection of the control device, the Bongard uncertainty increases relative to the

entropy H(p), it can be argued that such a device introduces misinformation in the amount

D=N(p/q)—H() =— Zpllog—
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Following the findings of the article [1], we will use the last expression as a measure of the information
uncertainty (1U) of control devices. We will also use the relative information uncertainty (RIU) as the ratio of
IU to its maximum value, which occurs at H (p) = 0:

D Yipilogp; H(p)
V= Noi Tipiloga; N(p/q) @)
For control systems in which inputs and outputs are continuous quantities, sums are replaced by integrals, and
discrete probabilities are replaced by probability densities. Shannon entropy is replaced with differential

entropy:

h(x) = f £ log £(x) dx.

—
Instead of Bongard's uncertainty we will use the following expression:
o8

hx/y) = f £ log f(7) dx.

So, the formula for calculating RIU will take the following form:
h(x)
h(x/y)

The parameters of discrete and continuous distribution laws can be obtained through statistical experiments.
Relative information uncertainty has the following properties:

e for an ideal control device RIU is zero;

e since H(p) < N(p/g), RIU is a non-negative value;

e RIU approaches 1 when N(p/q) >> H(p).
Using RIU makes it possible to compare the quality of various tools and methods of control to select the
optimal option.
In addition, RIU has the following advantages:

e it provides an assessment of the quality of control using one generalized criterion;

e itconsiders the laws of distribution of input and output signals, which also makes it possible to evaluate

how a particular device is suitable for a specific input value X;

e it does not require complex mathematical calculations.
The quality of the controllers' operation is usually assessed by observing transient processes, i.e. the change in
the output value Y(t) that occurs when test signals X(t) are supplied to the controller. In this case, there is no
possibility of directly applying the relationships described above. It becomes necessary to assess the amount
of information (and misinformation) using non-statistical methods. To do this, we will introduce a number of
analogs for the quantities used in calculating information criteria. We will assess the information saturation of
the signal Y(t) using the intensity of its changes:

dy
PV
my(t) =,
- y - -

where g, — resolution threshold of Y(t) values, such as the quantization step.
As an analogue of the Shannon entropy, we will use the integral characteristic of the variability of the value
Y(1):

N J,my(8)log [7,(0)e.] a6

" J 7, (6)do ’

where =t/T — relative time; T — time interval of observation of the variable Y(t); & — time resolution threshold,
for example, the sampling interval of the signal in time.
An ideal regulator would be able to instantaneously track changes in the test signal X(t). We denote the output
of such an ideal regulator by V(z). Then, as an analogue of Bongard's uncertainty, we will use the following
quantity:

_ Jymy(8) log[my(8)=.] 6

UB =
fT m,(6)d6
For practical calculations, it is convenient to use discrete forms:
_ i Ty log TTyj
Zi 7tyi

UH=

)’
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_ Limy log my;
Zi Ty
where myi and 7y; are values of the intensity of change in the outputs of the real and ideal regulators, determined
for discrete moments of time 6i. RIU criterion:
v=1-2 @)

To demonstrate the use of the criterion of information uncertainty, we will perform PID controller simulation
using Scilab/Xcos. The model is presented in fig. 2.
continuous-time

’

UB=

PIC» controller
Kp > @
command Ki = 1=
input
M fe bl '
+
M+ s
— - E Kd > Z ]
' N+s

L o workspac
[F P{
Plant ! 0 workspace

L0 ntraller
Kp
E - 3 Ps.num !
- __ Ps.den
[ Ki
Lyl Kiopp| ONUMZ
Ddenz

Figure 2 — Xcos-model

In the upper part of the diagram, a model of a continuous-time PID controller is presented, in the lower part, a
discrete one. Vectors of input and output values are transferred to the Scilab workspace. These data are
processed according to formula (2) by the following Scilab-scenario:
pid=abs(diff('Yd.values));
piX=abs(diff(X.values));
Sh = -sum(pid.*log2(pid))/sum(pid);
Bo = -sum(pid.*log2(piX))/sum(pid);
critd = 1-Sh/Bo;
disp(critd)
Discretization of the PID controller was performed by two methods: by Euler and by Tustin. For each of these
options, the simulation was run and the amount of misinformation was calculated. The results in Table 1 show
the better quality of the controller discretized by Tustin's method. Which corresponds to the theory.

Table 1 — Research results

Controller The amount of misinformation
discretized by the Euler's method 0.0467428
discretized by Tustin's method 0.0565175

Conclusion. The suggested method of the control quality assessment, which is based on the application of
information criterion, allows for a simple and effective evaluation of the accuracy and quality of technical
control devices.

The generalized criterion of control quality can be the information uncertainty of the control action, based on
the use of Bongard’s uncertainty. The uncertainty assessment criterion is defined as the ratio of the amount of
misinformation introduced by the control device to the maximum possible amount.
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The proposed information criterion can be effectively used both for assessing the quality of existing control
systems and for selecting methods for increasing the accuracy of designed systems.
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