M EEHAYKA
WIIEXHIKA

{?pl.l. npase, CROHEMIK, Ht’aﬂ((‘?u{ﬂ.
MeXHik, qJL‘}{{N( MANTEMARUMH HAURAL bO [ ﬂH |

UDC 004.6:004.4:004.942

hitps://doi.org/10.52058/2786-6025-2024-10(38)-39-49

Guk Natalia Anatoliivna, doctor of technical sciences, professor, vice-rector
for scientific work, department of computer technologies, Oles Honchar Dnipro
National University, https://orcid.org/0000-0001-7937-1039

Mitikov Nikolay Yuriyovych, PhD student, department of computer
technologies, Oles Honchar Dnipro National University, https://orcid.org/0009-
0002-1297-5676

Selivyorstova Tatjana Vitaliivna, candidate of technical sciences, associate
professor, department of information technology and systems, Ukrainian State
University of Science and Technologies, https://orcid.org/0000-0002-2470-6986

DETECTING EXTRAORDINARY APPLICATION MEMORY USE BY
ANALYZING MEMORY SCREENSHOTS

Abstract. This study investigates excessive memory consumption in .NET
applications, with a focus on identifying inefficiencies in memory allocations that
lead to unnecessary resource usage. Real-world processing system memory
snapshots were gathered using ProcDump, and managed heaps were thoroughly
inspected with WinDBG to uncover memory usage patterns and the distribution of
space among different types. CIrMD was employed to further analyze runtime data
and offer optimization recommendations targeted at reducing the overall memory
footprint. To validate these optimizations, Benchmark.NET performance tests were
conducted using 'application’ data to measure memory usage before and after the
suggested changes.

The analysis uncovered that user-defined types were responsible for
consuming significantly more memory than required. This overconsumption was
due to overallocation, largely driven by an overestimation of the necessary data
range for the objects, despite domain-specific data consistently fitting within smaller
numeric ranges. The mismatch between object design and actual data requirements
led to memory inefficiencies. After conducting targeted optimizations based on the
real characteristics of the stored data and adhering to memory alignment principles,
the study succeeded in significantly reducing the application’s memory
consumption.

These optimizations resulted in memory savings potentially measured in
gigabytes, demonstrating the effectiveness of aligning object design with data
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representation. The research underscores the value of memory snapshot analysis as
a tool for identifying and mitigating excessive memory usage in .NET applications.
It advocates for a more deliberate object design strategy, one that takes into account
the actual range and size of the data being handled. Such an approach can result in
significant performance improvements and more efficient memory management.
This study offers practical insights for developers aiming to enhance the memory
efficiency of .NET applications, contributing to more sustainable and scalable
software systems.

Keywords: Memory Snapshot Analysis, .NET Framework, ProcDump
Utility, Managed Heap Inspection, Object structure optimization, Memory Footprint
Reduction
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BUABJIEHHSA HA/IMIPHOI'O BUKOPUCTAHHSA ITAM’ATI
JOOJATKAMH IIJIAXOM AHAJII3Y 3HIMKIB ITAM’ATI

AnoTtanis. Ile nocnimxeHHs BUBYae HaAMIpHE criokuBaHHs mam’saTiy NET
J0/1aTKax, 30KpeMa, CIpsMOBaHE Ha BUSBJICHHS Hee(DEKTUBHUX BUIIICHb MaM AT,
10 MPU3BOJAATH A0 HEMOTPIOHOTO BUKOPUCTaHHA pecypciB. bynu 310paHi 3HIMKH
nam’siTi peajibHUX 00YMCIIIOBAJILHUX CUCTEM 3a JlonoMoroto ProcDump, a kepoBaHi
Kynnu OyJid peTesibHO TpoaHami3oBaHi 3a gonomororo WinDBG s BusBiIeHHS
m1abJIOHIB BUKOPUCTAHHS TMaM’sITi Ta PO3MOALTY IPOCTOPY cepesl PI3HUX THITIB.
CIrMD 6yB BUKOpHUCTaHHH JJIS MOJATBIIOTO aHaJli3y JaHMX ITi/1 Yac BUKOHAHHS 1
HaJaHHSd PEKOMCHJAIId IIOJ0 ONTHUMI3allii, CHPSIMOBAaHUX Ha 3MCHIICHHS
3arajJbHOTO 0OCATY BUKOPHUCTaHHS mam'siTi. s mepeBipky MUX onTumiszailii 6yio
IPOBEJEHO TECTyBaHHS MNPOAYKTUBHOCTI 3a jgonomororo Benchmark.NET,
BUKOPHCTOBYIOUH JIaH1 «I0JaTKay, 100 BUMIPATHA BUKOPUCTAHHS TIaM ST 10 1 MiCTs
3aMpONOHOBAHUX 3MiH.
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AHaJti3 BUSBUB, 1110 KOPUCTYBAIIbKl THUIU JIAaHUX CIIOKUBAJIM 3HAYHO OLIbIIIE
nam'sTi, HDK Oyno HeoOxigHo. Ile HamMmipHe crmokuBaHHsS Oyia0 OOyMOBJIEHE
NEPEeBUAUICHHSIM TIaM’SITi, COPUYUHEHUM TIEPEOIIHKOI0 HEOOXIAHOTO [iara3oHy
JaHUX JUIS IUX 00'€KTIB, XOUa JIaHi B JOMEHI 3a3BUYail HEe TICPEBUIIYBAJI MEHIITHX
YUCJIOBUX Jlana3oHiB. HEBIAMOBIAHICTD MK MPOEKTYBAaHHSAM OO'€KTIB 1
(bakTHYHUMHA BUMOTaMH JI0 JaHWX Tpu3Beia 10 Hee(HEKTUBHOTO BUKOPHUCTAHHS
nam'sati. [licmg 3acTocyBaHHs IUIECHIPSIMOBAHMX ONTUMI3alliil, 3aCHOBAaHUX Ha
peabHUX XapaKTePUCTHUKAX 30CPEeKECHUX ITaHUX Ta TPHUHITUIAX BUPIBHIOBAHHS
nam'siTi, JOCIIKEHHSI YCIIIITHO 3HU3WIO CIIOKUBAHHS TaM’AT1 J10JJaTKOM.

[li onmtumizalii npus3Beand 10 €KOHOMII Mam’sTi, 0 MOXE BUMIPIOBATHUCS
rirabaiiTamMu, 1O JEMOHCTPY€E €(PEKTUBHICTh Y3TOJUKEHHS CTPYKTYpU OO’ €KTIB 3
NpeACTaBICHUMH JaHUMH. J{OCTIKEHHSI T1IKPECIIOE BAKIIMBICTh aHAII3y 3HIMKIB
nam’sTi JJig BUSIBIICHHS Ta YCYHEHHSI HaJIMipHOTO BUKOpucTaHHS nam’ati y .NET
noaatkax. BoHo mpomnoHye po3poOHUKaM MparMaTHYHUM MiAX1]] 10 MPOEKTYBaHHS
00’€KTiB, 110 BpaxoBYy€e (DaKTUYHUI M1arma30H 1 po3Mip JaHUX, SIKI 0OPOOIIAIOTHCS,
0 MOK€ TPHU3BECTHU JO TOKPAIIEHHS MPOIYKTUBHOCTI Ta OLIbII €()EKTUBHOTO
YIPABJIIHHS MTaM’SITTIO.

KuarwuoBi ciaoBa: Ananiz 3HiMkiB nam’sti, .NET Framework, yrtumita
ProcDump, 1Hchekmiss KepoBaHOI KylHW, ONTHMI3alisl CTPYKTYpU OO'€KTIB,
3MEHIIICHHS] BUKOPUCTAHHS TTaM'sITi.

JEL classification: C60, C61, C80, C88, C89.

Statement of the problem. Assessing the ‘correctness’ or efficiency of
memory usage in software applications is a challenging task, especially in enterprise
environments. Traditional metrics used to evaluate software performance often do
not provide a complete picture of memory usage.

The main question this study tries to answer is: how can we reliably assess the
memory usage efficiency of an application, especially in the context of large-scale
enterprise computing, by analysing the actual application memory containing real
application data? Addressing this issue requires: identifying parameters to measure,
developing evaluation methodologies, and validating these methods through
empirical analysis.

A key aspect that is often overlooked is the need to delve into the actual
memory of the computer program that contains the actual application data.
Inadequate estimation often fails to take into account the nuances of memory usage,
which can potentially lead to erroneous optimisation strategies.

Analysis of recent studies and publications. The issue of detecting
excessive memory usage in applications has been extensively researched, with
several key strategies and methodologies developed to address this challenge.
Memory overuse, particularly in enterprise-level applications, can lead to significant
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performance degradation, increased latency, and even system crashes, making it a
critical area of focus for developers and performance engineers.

One common approach to detecting excessive memory consumption is
memory leak detection, which involves identifying objects or data that are not
properly released after use. This can be done using Application Performance
Management (APM) tools, which monitor application memory in real-time. These
tools, such as those discussed in studies on Android and cloud-based infrastructures,
are effective in both manual and automatic integration and are widely used across
mobile and enterprise applications [1, 2]. APMs like New Relic and App Dynamics
help developers track memory consumption patterns, detect anomalies, and identify
memory leaks that lead to excessive usage [3, 4].

Another innovative method involves using algorithms like Precog,
which combines offline training with online detection [5]. This machine learning-
based algorithm analyzes memory usage patterns in cloud-based environments,
using change-point detection and trend-line fitting to spot anomalous behavior
over time [6]. By continuously monitoring memory utilization and comparing it with
historical data, Precog can flag deviations indicative of excessive memory allocation.
Furthermore, tools like CIrMD and Benchmark.NET have been specifically
utilized to analyze memory distribution in managed code environments like .NET.
These tools enable detailed analysis of heap memory and allow developers to profile
memory allocation in custom data structures. Benchmarking tools measure the
performance impact of memory optimizations, helping to validate the effectiveness
of proposed changes [1].

In addition, research has highlighted the importance of memory profiling
during the development phase [7, 8]. Profiling tools, such as those built into IDEs
like Visual Studio or standalone applications like Valgrind, help developers trace
memory allocation, detect inefficient memory use, and prevent overuse before
applications reach production environments [1, 6].

In summary, detecting excessive memory usage involves a combination
of real-time monitoring, automated leak detection, machine learning algorithms,
and comprehensive memory profiling tools [9, 10]. These strategies are essential to
maintain  application performance and avoid the pitfalls of memory
overconsumption [11, 12].

The purpose of the article. This article aims to consider critical, but often
ignored, aspects of memory usage. The study considers ways to solve the following
tasks:

— identify the factors that consume the most memory;

—analyse the nature of the data being stored and propose more efficient
alternatives;

— to test these theoretical assumptions through empirical benchmarking.
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The memory snapshots were collected using the ProcDump API [13] and
analysed using WinDBG [14]. CIrMD [15] was used to analyse the data at runtime,
while Benchmark.NET [16] was used for performance tests to verify the results of
the research.

The focus of this article is on using memory snapshot analysis to identify and
reduce excessive memory consumption in .NET applications. It does not cover other
performance metrics such as CPU usage or 1/O operations.

Methodology. The study was conducted using memory snapshots of a
transaction processing system running on the .NET platform in a corporate
environment. Snapshots were collected during off-peak hours to minimize the
influence of external factors. ProcDump was used to capture memory snapshots
without triggering performance counter thresholds, avoiding additional memory
load.

Analysis was carried out using WinDBG and SOS to examine the managed
heap and memory distribution. The CIrMD library was used to analyze custom data
types and their impact on memory usage. ldentified memory overuse became the
foundation for optimization.

Performance evaluation was done using Benchmark.NET. Several tests were
designed to measure the impact of changes in data structure on overall memory
consumption. A theoretical model for estimating memory savings was validated
through empirical tests, confirming its accuracy.

Empirical and theoretical studies of excessive memory usage by analysing
memory snapshots. The memory snapshots were collected using the ProcDump
API [13] and analysed using WinDBG [14]. CIrMD [15] was used to analyse the
data at runtime, while Benchmark.NET [16] was used for performance tests to verify
the results of the research.

The focus of this article is on using memory snapshot analysis to identify and
reduce excessive memory consumption in .NET applications. It does not cover other
performance metrics such as CPU usage or 1/O operations.

A quantitative assessment of the memory distribution between different
types of objects in the studied .NET transaction processing system was made
for the data (Table 1):

—number of instances: lists the instances of each respective object type,
providing a measure of prevalence in the heap;

— memory consumption (bytes): The cumulative memory footprint in bytes
for each object type, serving as the primary metric for identifying inefficient memory
allocation;

— type description: the full name of each object type, including its namespace,
with user-defined and system types separated.
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Table 1

Memory Consumption by Object Type

in a .NET Transactional Processing System

Instance Count | Memory Consumption (Bytes) Type Description
Model.Shipping.

6,109,902 244,396,080 GroupedShippingMethodZoneKey

62,550 441122544 System.Collections.Generic.Dictionary
(Entry for Country)

5,489,559 721,114,212 System.Int32]]
Model.Payments.Gateways.

786 1,370,734,672 PaymentGatewayPaymentMethod[]

34,456,461 2,620,679,684 System.String

Source: compiled by the authors

The frequent appearance of the internal structure of the *System
Collections.Generic.Dictionary’ type, especially the ‘Dictionary2+Entry’ arrays,
among the largest memory consumers indicates that these dictionaries store
significant amounts of data. This prevalence not only emphasises the role of
dictionaries as a key data structure in the application, but also calls into question
their efficiency in terms of memory usage. The significant amount of memory
occupied by these internal structures indicates the high cardinality of the stored
objects, and thus requires further investigation of potential optimisation strategies to
reduce memory consumption.

In the context of a 64-bit environment, where each pointer takes up 8 bytes,
the memory overhead associated with class instances can be significant. Combined
with the already significant cost of System.Collections.Generic.Dictionary types,
this becomes a significant problem.

Given that the keys for these dictionaries are immutable, a possible approach
to optimisation could be to replace class instances with structures. In this way, you
can take advantage of the semantics of type-values, thus eliminating the need for
additional heap allocation to store pointers to these objects.

Obviously, switching to structures can significantly reduce the memory
requirements for these dictionary key-value pairs. However, this optimisation
strategy requires careful consideration of trade-offs, such as increased stack load, to
ensure that the resulting memory gain does not negatively impact other aspects of
system performance.

The CIrMD program was written to analyse the range of data for each field of
the ‘GroupedShippingMethodZoneKey’ type (Table 2).
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‘GroupedShippingMethodZoneKey’ class field value ranges

Field Name Minimum value Maximum value
shippingMethodld 1 40,048,460
shippingMethodZoneld 1 429
HashCode int.Min int.Max

Despite data fields are declared with “long’ type which spans to 9.2 quintillion,
the actual values are much lower. The ‘shippingMethodld’ represents the physical
shipping method for delivery, and cannot reach the reserved data range, so reducing
its size twice will provide at least 32 bits benefit on each object.

The “shippingMethodZoneld’ field holds data range that fits ‘ushort’ range,
which consumes16 bits saving 48 bits.

The hashcode can be calculated with simple bitwise routines from fields
saving size of integer.

The original object size is:

Serig = A(Oyer +2*long +int—0,, ),

where O_ . —object overhead 24 bytes, includes runtime info (like type

over

pointer) and reserves space for one pointer;
O,.. — 8 bytes, the reserved space for one pointer inside object;

long — 8 bytes, size of long;
int — 4 bytes, size of integer,
A( ) —alignment function, which aligns objects by pointer size (aliquot 8 bytes).

The total size of the original object is 40 bytes, which is confirmed by the
layout of the object in WinDBG (Figure 1).

B:008> !do 221ffcla698

Name: Shipping.GroupedShippingMethodioneKey

MethodTable: PeRATFFS7c8cS2es

EEClass: eeea7ffa7c8b5798

Size: 48(8x28) bytes

File: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Temporary ASP.NET Files\root\85c487b7\cebb558a\as:
Fields:

MT Field Offset Type VT Attr Value Name
eepe7ff8deSaaea8 400067 8 System.Int64 1 instance [EBBE shippingMethodId
egae7ffedesaacal 4000628 1e System.Int64 1 instance @@ shippingMethodZoneld
200071F3d0538520 4008620 18 System.Int32 1 instance &hashcade
@:eee> ldp 221ffc3a608

e:e08> dp 221ffc3a698 B calculator
eoeee221" ffc3a698 @8eeB7ff8’ 7cBcS2e8 0PO0AEEA” PAOCAGSN

2peeez21" ffclatad 0PeEEO0R’ GooedddE cooccoos HENEIEEE .

00000221 ffc3a6b8 ©OOACO0D” BOOGBEBE POEETFFE TcBcS52ed = Programmer
POPER221" ffclabc8 00200000 CODORGE0E O0OO0D00  0POBEA3d

#8eee221" ffcla6ds 0eREEeER” acbb7bab PEEGRERA" GAEEERAE

20008221  ffclabed 00RB7FFE" 7cBcS2eE GOAGRORA" BPELAE98

20000221° ffc3a6f8 QEOLOO00" 0BO0RA3e SORDEE0A" atbb7baa '1:4971652:543
2080221 ffcia7ed 0000000  COODOGRD PBGOTTTE” 7cBcS52ed

@:000> !objsize 221ffclasos HEX  ABBB 7BAC
sizeof (0000e221ffc3a698) = 48 (8x28) bytes Il pec | EEEEEEEEE

Figure 1. Original object size in memory
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Since the object is used as a reference, an additional pointer size is allocated
from the dictionary to point to it, which is 48 bytes of memory.

On the other hand, the fields used require 26 and 9 bits retrospectively, which
totals 35 bits, or 5 bytes.

Thus, the observed overhead is more than 8 times higher than the actual
amount of data stored.

When using the native .NET number types, the memory used for data transfer
Is 6 bytes, which is 8 times less memory.

It is worth noting that the original implementation of the class had the
hashcode’ function, which took up an excessive amount of memory.

The proposed version of the code will be ‘readonly struct’ (to avoid storing a
pointer), taking into account the data ranges used by the application.

The correctness of the model can be verified by extracting data from the
memory snapshot in the performance benchmark to emulate loading a dictionary

with accurate data:
[Benchmark]

public void Cctr_KnowTheRangesStruct()
{

var testGround = new List<KnowTheRangesStruct>(_dataset.Count);
foreach (Original 0 in _dataset)

{

}
/

BenchmarkDotMet v8.13.8, Windows 11 (1@.8.22621.2283/22H2/2822Update/Sunvalley2)
AMD Ryzen 7 68@0H with Radeon Graphics, 1 CPU, 16 logical and 8 physicsl cores
LMET SDK 7.0.480

[Host] : LNET 7.@.11 (7.0.1123.42427), X64 RyulIT AVX2

DefaultJob : .MET 7.0.11 (7.6.1123.42427), X64 RyulIT AVX2

testGround.Add(new KnowTheRangesStruct(o.shippingMethodld, o.shippingMethodZoneld));

Method Mean Error StdDev  Ratio Genl Genl Gen2 Allocated Alloc Ratio

Cetr_WeightOfList 8315 ms 0.0659 ms 0.0515 ms 0.008 187.5000 187.5000 187.5000 46.61 MB 0.08
Cctr_Original 1,044 898 ms 10.3225 ms 9.1507 ms 1.000 64000.0000  32000.0000 1000.0000 553.13 MB 1.00
Cetr_OnFlyHashcode 283965 ms 38156 ms 31862 ms 0272 23500.0000  23000.0000 500.0000 233.07 MB 0.42
Cctr_KnowTheRanges 331.078 ms 6.4850 ms 102860 ms 0.309 180000000 17500.0000 500.0000 186.46 MB 034
Cetr_KnowTheRangesStruct 54.105 ms 0.9489 ms 0.8876 ms 0.052 111.1111 1111111 1111111 46.62 MB 0.08

Figure 2. Loading data benchmark result

When evaluating the revised object creation process, a significant gain was
achieved not only in memory usage, but also in computing time. In particular, the
memory bandwidth showed an impressive decrease from 533 MB to a much smaller
46.6 MB. At the same time, time performance has improved significantly, dropping
from 1 second to just 54 milliseconds. These improvements are particularly
Important given that object creation is a procedure that occurs early in the application
lifecycle, thus setting the stage for more efficient performance throughout.
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As shown in Figure 3, the optimized approach focused on searching for items
from the cache resulted in a tenfold speedup in search speed. This performance
improvement can be attributed primarily to the restructuring of the search operation.
In the original implementation, each search required the construction of a unique
key, which led to additional memory allocation for each individual operation.

BenchmarkDotMet v@.13.8, Windows 11 (1@.2.22621.2283/22H2/2822Update/SunValley2)
AMD Ryzen 7 68@6H with Radeon Graphics, 1 CPU, 16 logical and & physical cores
LMET SDK 7.8.488

[Host] © LNET 7.8.11 (7.9.1123.42427), X64 RyulIT AVX2

Defaultlob : .NET 7.6.11 (7.8.1123.42427), X64 RyulIT AWXZ

Method Mean Error StdDev  Ratio Gen( Allocated  Alloc Ratio

Locate_Original  1.2435ms  6.12ms 573 ms 1.00  63000.0000 531117672 B 1.000
Locate_OnFlyHashcode 2198ms  331lms 3.10ms 0.18  23333.3333 195517104 B 0.368
Locate_KnowTheRanges 1403ms  088ms 082ms 0.11 17500.0000 146637838 B 0.276
Locate KnowTheRangesStruct 124 2 ms 1.17 ms 110 ms 0.10 - 166 B 0.000

Figure 3. Finding element in the cache

Transitioning to a structure-based solution has successfully ameliorated this
inefficiency, significantly curtailing the number of required memory allocations.

Conclusions. The optimization efforts yielded remarkable improvements
across multiple metrics. Specifically, object creation became twenty times faster
while simultaneously consuming ten times less memory. In terms of actual storage
allocation for the key, an eightfold reduction was achieved, saving approximately
200 MB out of an initial 233 MB. This constitutes a significant portion of the overall
memory footprint and, by extension, contributes meaningfully to the optimization of
the application’s performance.

Importantly, these gains are not isolated to a singular user-defined type. The
architecture allows for scalability in performance improvements, as multiple user
types within the system are conducive to similar restructuring. Consequently, the
aggregated gain in both time and memory efficiency is substantially higher when
considered in the broader context of the application.

The findings from this study lay the groundwork for future research aimed at
automating the detection of sparse allocations within top-consuming objects.
Subsequent investigations will focus on the development of a system capable of
autonomously identifying these inefficient memory allocations and generating
actionable recommendations for footprint reduction. The goal is to create a self-
optimizing system that not only identifies inefficiencies but also proposes real-time
solutions to enhance memory usage and overall application performance.
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