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Cloud environments became a popular solution for hosting and managing infrastructure and data for businesses
in different domains: cloud computing service providers’ revenue in 2018 amounted to approximately 217 billion
US dollars, in 2022 — 481 billion, and the forecast for 2028 includes a profit figure of more than 1 trillion US
dollars. But as organizations migrate from traditional on-premises infrastructures to cloud platforms, conventional
perimeter-based security approaches have become insufficient due to the absence of clear network boundaries
and the rise of remote access. It introduced a new set of security challenges. For example, in 2021, losses
to companies from the leakage of confidential information amounted to an average of 3.5 million US dollars,
and losses from attacks aimed at destroying or damaging IT infrastructure amounted to 4.6 million US dollars.
Thus, these issues must be resolved to facilitate further adoption of cloud technologies. Trust based models might
be a solution for some of these challenges as the evolution of trust models in cloud security reflects a shift from
static to dynamic and adaptive mechanisms. By shifting from implicit trust to continuous verification and contextual
awareness, these models provide a more robust framework for protecting sensitive information and maintaining
secure access in cloud ecosystems.

This work is an attempt to discover key attributes of trust based models and how they can be used to create
a mechanism for securing data and workloads in cloud environments. It is achieved by conducting an extensive
review of existing security threats in cloud environments as well as a systematic analysis of key characteristics
of trust based models and their applicability for mitigation of these threats.

As a result, this work discovers key attributes of trust based models which can be used to implement new security
mechanisms for cloud environments. Such mechanisms should be better suited for handling the dynamic nature
of such environments. Even though securing cloud environments remains a complex task, the attributes described
in this research can be used to create new tools and methodologies which can greatly simplify it and facilitate further
adoption of cloud technologies.
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BobpeHok Bsiuecnae, 'yda AHmMoH. Ampubymu ma mempuku modeseli Ha ocHoei doeipu Onsi
3axucmy xmMapHux cepedoeuuy

XmapHi cepedosuwja cmanu MonynspHUM PileHHM Ond pOo3MIUEHHS ma yrpasriHHA iHgbpacmpyKkmypor
U daHumu Orisi bisHecy 8 pi3HuUX cehepax: 00Xi0 nocmadarnbHUKI8 Nociy2 xmapHux obyucreHb y 2018 p. cknae npu-
6nusHo 217 minbspdie donapie CLUA, y 2022 p. — 481 minbspd, a npozaHo3 Ha 2028 p. eKrodae rnokasHuk npubymky
rnoHad 1 mpunbloH donapie CLUA. Ane no mipi moeao, sik opaaHizauii Mizpyromb 6i0 mpaduuyitiHUX SIOKanbHUX iHG-
pacmpykmyp 00 xmapHuUXx raamegopm, mpaduuiliHi moxodu 0o be3neku Ha OCHO8I nepuMmempa cmasnu Hedocmam-
HiMU Yepe3 8i0CymHICMb YimKUX Mex MEPEeXi ma 3pocmarHs rnornynspHocmi giddaneHo2o docmyny. Lle npusseno
00 rosisu Ho8020 Habopy npobnem 6esneku. Hanpuknad, y 2021 p. 36umku KoMmnaHil 8i0 8UMOKY KOHIOeHYitHOT
iHhopmayii cmaHosunu e cepedHboMy 3,5 minbltioHa donapie CLUA, a 36umku 6i0 amak, CripsiMo8aHUX Ha 3HU-
weHHs abo nowkodxeHHs | T-iHgbpacmpykmypu, cmaHosunu 4,6 minslioHa donapie CLUA. Takum YuHOM, Ui Mpo-
brnemu HeobxiOHO supiwumu, wob crpusmu nodanbWoMy POo38UMKY XMapHUX mexHosoeil. Moderi, 3acHoeaHi
Ha 008ipi, MOXymb Bymu pitueHHaM OesKux i3 yux npobnem, ockinbKu egontoyis modereli 0osipu 8 xmapHit besneui
gidobpaxkae nepexid 8id cmamuyHux 0o QUHaMIYHUX ma adanmueHUX MexaHismig. Nepexodsyu 8id Hess8HOI A08i-
pu 0o rocmilHoi nepesipku ma KoHmekcmHoi 0bisHaHocmi, ui Modeni 3abesnevyroms binbw HadiliHy ocHosy 051
3axucmy KoHiOeHyitHoI iHgbopmauii ma nidmpumku 6e3ne4yHo20 docmyrly 8 XMapHUX eKkocucmemax.

L{s poboma € cripoboro sussumu Kro4osi ampubymu modesnel, 3acHo8aHUX Ha 008ipi, ma me, 5K iX MOXHa
suKkopucmosysamu Or19 CMBOPEHHST MexaHi3My 3axucmy GaHux ma pobo4ux HagaHMa)XeHb y XMapHUX cepedosu-
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wax. Lle docsieaemb s WiisixoM rposedeHHs1 pemernbH020 027150y iICHyr4UX 3agpo3 beaneuyi 8 XMapHUX cepedosu-
wax, a makox cucmemamuy4yHO20 aHasi3y KIr4Yo8uX xapakmepucmuk modesnel, 3acHogaHUX Ha d08ipi, ma iXHboI

3acmocosHocmi Onsi BMEHWEHHS UuX 3aepo3.

Y pesynbmami, us poboma susense knro4osi ampubymu modesnel, 3acCHo8aHUX Ha 008ipi, SKi MOXHa 8UKOPUC-
mosysamu 01151 81P0oBadXKeHHs HOBUX MexaHi3mie be3neku Ot XxmMapHUX cepedosull. Taki MexaHi3Mu NMOBUHHI Kpa-
we nioxodumu 05151 06pobku OuHaMIYHOI Mpupodu makux cepedosuly. HesgaxaroHu Ha me, WO 3axucm XMapHUX
cepedosuwy 3anuwaemscs cknadHuMm 3ag0aHHAaM, ampubymu, onucaHi 8 UbomMy O0CIOXEHHI, MOXHa 8UKOpUCMo-
gysamu 011 CMBOPEHHS HOBUX IHCMPyMeHmMIie ma MemoQos102ill, SKi MOXymb 3Ha4HO CrIpocmumu to2o ma crpusi-

mu nodasnbUwomMy 8npoeadKeHHI XMapHUX MexHosoail.

Knrovoei cnoea: xmapHi ob4ucreHHs, kibepbesneka, xmapHi cepedosulua.

Relevance ofthe problem. Cloud environments
offer access to scalable computing resources on
demand over the Internet. The opportunities that
this provides are too attractive for consumers
to ignore. For example, cloud computing
service providers’ revenue in 2018 amounted
to approximately 217 billion US dollars, in
2022 —-481 billion, and the forecastfor 2028 includes
a profit figure of more than 1 trillion US dollars.
However, such a rapid growth in the popularity
of cloud environments requires special attention
to the security of resources and data located in
the cloud. After all, the cloud computing paradigm
also has disadvantages, in particular its opaque
nature, which leads to significant trust and security
issues that hinder its development and spread.
All these vulnerabilities create new challenges
in the field of cybersecurity and can lead to
significant financial and reputational losses. Thus,
in 2021, losses to companies from the leakage of
confidential information amounted to an average
of 3.5 million US dollars, and losses from attacks
aimed at destroying or damaging IT infrastructure
amounted to 4.6 million US dollars [1].

There are a few models which can be used
to secure data and infrastructure in cloud
environments. One of them is Perimeter-Based
Security which relies on the concept of a trusted
internal network protected by a secure boundary
(e.g., firewalls, VPNs). Once users gain access
to the internal network, they are typically granted
broad permissions. While this model is simple and
cost-effective, it is increasingly inadequate in cloud
environments where users access resources from
multiple locations, applications are distributed
across platforms and insider threats are more
prevalent. Another solution might be Role-Based
Access Control (RBAC) which assigns access
rights based on predefined organizational roles.
Users are granted permissions according to their
role. But while being simple and easy to implement,
such a mechanism lacks contextual awareness and
has limited flexibility in dynamic environments. Also
it might lead to such an amount of different roles for
large organizations, that can be difficult to manage.
Attribute-Based Access Control (ABAC) extends

access control by incorporating multiple attributes,
including user characteristics, resource types,
and environmental conditions. That adds support
for context sensitivity (time, device, location, etc)
and increases flexibility, but introduces even more
complexity in policy design and management,
making it more challenging to implement and
audit. There are also Cryptographic Security
Models which focus on securing data through
mathematical techniques such as encryption and
digital signatures. However, they do not address
access control directly and must be integrated with
other models for comprehensive security.

In this work we will focus on another type of
models — Trust-Based Models. Trust-based models
in cloud security define how much confidence
a system places in users, devices, and services
when granting access to resources. Such models
incorporate contextual information — such as user
behavior, device status, and geographic location — to
dynamically adjust security requirements in real time.
They operate on the principle that trust is not implicit
but continuously evaluated. As a result, these models
are particularly effective in cloud environments due
to their ability to handle remote access, multi-cloud
deployments, and insider threats. However, their
implementation is complex and requires advanced
infrastructure, including identity providers, policy
engines, and monitoring systems.

Related works. Trust management
technologies have been widely investigated in
many fields including economics, sociology, and
computer science [2; 3, p. 552-573; 4, p. 403—-420].
The main focus of such works in computer
science is usually aimed at solving security and
privacy related issues. For example, the TNA-SL
algorithm [5, p. 179-184] is a well-known trust
management algorithm in P2P networks. This
algorithm represents the trust network between
peers as a cycle-free directed sequential parallel
graph (DSPG), which prevents the creation
of multiple paths between each pair of peers.
The simplification of graphs and the definition
of trust are based on subjective logic, according
to which the opinions of each participant in
the system about others are measured and stored.
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The strength of this algorithm lies in the accuracy of
trust information and the clear definition of negative
trust. Known disadvantages of this algorithminclude
its long execution time due to the frequent matrix
multiplication required to determine the location of
a trusted peer, the loss of some trust information
to avoid cycles in the graph, and limited network
scalability. Rao S. et al. [6, p. 822—825] introduced
an extended subjective logic for trust management
(ESL-TM) in P2P networks. This involves a new
trust factor — the decay factor — which is used
as part of the punishment mechanism after
a transaction with a negative rating. Kurdi H.
et al. [7, p. 3534-3554] presented the InterTrust
algorithm as a potential tool for trust management
in federated cloud environments, which improves
the TNA-SL algorithm, in particular in terms of
scalability and execution time. This modification
makes the TNA-SL algorithm more suitable
for the case of federated cloud environments.
The InterTrust algorithm eliminates the complexity,
in terms of execution and space, associated with
the two nxn matrices required for the TNA-SL
algorithm. In addition, InterTrust cumulatively
stores all previous trust information between
peers to overcome the loss of trust information in
the original algorithm. Another algorithm based on
extended subjective logic is proposed by Hu Z.
et al. [8, p. 380-384]. The Organization Domain
Trust Model for Federations (ODTMF) aims to
estimate the trust values of organization domains
using a new operator called the weight operator
to show the different influence of each member of
an organization federation.

A trust management framework was
developed by Khan S. M. et al. [9, p. 494-501]
and Shvachko K. et al. [10, p. 1-10] specifically
for Hadoop clouds. To achieve high scalability, all
trust calculations are formulated and executed as
distributed cloud computing. Parameters such as
initiation time, cost, processing speed, error rate,
and bandwidth are used to calculate trust values,
which are periodically updated to ensure that
trusted resources can be assigned to users with
higher trust values.

Abrams Z. [11, p. 21-30], presented a domain-
based trust model in the framework of cloud
security. The focus is on filtering unreliable trust
feedback to make systems more reliable. A fuzzy
logic technique called Fuzzy ART is proposed by
Jaiganesh M. et al. [12, p. 341-348] that exploits
the trust of virtual machines in cloud environments.

The purpose of this work is to discover key
attributes of trust based models and how they can
be used to create a robust mechanism for securing
data and workloads in cloud environments.
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Trust. Trust is a measure used to assess social
actors in terms of mutual benefits, coordination,
and cooperation. Individuals continually adjust
their level of trust in others as their perceptions
change through direct interactions and through
the beliefs and opinions shared by those around
them. Trust is a crucial fact that affects decisions
of an object to interact with another object. We can
find examples of such decisions in our everyday
life. When purchasing a specific product, we may
favor certain brands due to our trust that these
brands will provide better quality than others. This
trust may come from our previous experience in
using these brands’ products or from feedback or
recommendations of other people.

In analogy to the above example, trust also
affects decisions of components in a cloud
environment to interact with each other. However,
machine objects are not able to perceive other
objects around them the same way humans do,
so building trust in cloud environments is much
more difficult. Furthermore, it is difficult to measure
the exact trust value of an object because each
object might have a different interpretation
and perception of the term “trustworthy”. One
object can acknowledge some service as “very
trustworthy” for a specific interaction that it has
had, but another object might see the same service
as “untrustworthy” for a similar interaction.

Therefore, itis essential to have a clear definition
of trust, we suggest using the following definitions
in the context of a information technologies in this
paper [13]:

« Trustis a qualitative or quantitative property
of a trustee, evaluated by a trustor as a measurable
belief, in a subjective or objective manner, for
a given task, in a specific context, for a specific
time period.

» Trustmodelincludes three trust metrics (TM):
Knowledge, Experience, and Reputation. Each TM
consists of several trust attributes (TAs). Each TA
represents the trustworthiness feature of a trustee.

In the definitions above, the trustor refers to
the entity that is expected to initiate an interaction
with another entity, while the trustee denotes
the entity that provides the necessary information
to the trustor. Since trust can be measured in either
quantitative or qualitative terms, its assessment
may involve not only well-known numerical metrics
such as similarity and accuracy, but also otherforms
of evaluation such as similarity, accuracy, etc.,
we can use qualitative properties like motivation,
awareness, and commitment to judge certain
situations in the process of trust based decision
making. It is also important to recognize trust as
a belief even in the cyber world. That means, trust
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is relative and 100 percent accuracy is neither
practical nor achievable in diverse environments
like cloud ones. Moreover, the perception of trust
can be either subjective or objective, depending on
requirements and available information. The last
thing to emphasize is that trust is a relative
quantity between two or more objects in contrast
to a measurement of individual objects.

Trust metrics. As mentioned above, the trust
model includes three trust metrics: Knowledge,
Experience, and Reputation. So now we should
provide descriptions of these metrics to describe
the model further.

The knowledge TM provides a perception about
a trustee before an interaction. To make trust
based decisions possible, we must have relevant
data for its assessment. This data can include
social relationships like co-work, credibility factors
like cooperativeness, time dependent features
like frequency and duration of interactions, and
spatial distribution of relevant trustees compared
to the trustor.

Reputation TM can be seen as a rewarding
system which tracks the history of interactions
originated by the trustee. It can be used to either
encourage or discourage further interactions with
a particular trustee based on the history of its
prior interactions.

After gathering enough data about trustees
through the knowledge TM, it can be used by
the trustor to initiate interactions with trustees
which seems to be trustworthy. However,
the results of these interactions might eventually
change, so the experience TM can be used to
keep track of each new interaction, accumulating
experience for different contexts, tasks and
times. It can be used to build up additional
intelligence compared to the knowledge TM, so
the future decision making can be improved.
Such experience might include a feedback for
each interaction or just a boolean value indicating
whether an interaction was successful or not. This
experience can then be shared between different
objects to update the reputation TM.

In summary, the experience TM considers
only interactions between a trustor and
a trustee, whereas the reputation TM is about
the global appearance of the trustee. Meanwhile
knowledge TM is used as the building block for
both of those metrics.

Trust attributes. Even though cloud
environments produce a large amount of data,
not all of it can be used for the trust evaluation.
As a result, interaction logs can be used to
extract different trust attributes and store them
in a data repository for further analysis. Hence,
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we need to create a numerical model that can
extract these basic features. To achieve it, lets
define the assessment of knowledge (K) towards
an object j by an object i at time tas K (¢), where
x represents one of the features:

* Co-work relationship (CWR).

¢ Mutuality and Centrality (MC).

» Cooperativeness-Frequency-Duration (CFD).

* Reward.

Co-work relationship (CWR) can be used to
characterize objects that are collaborating in
a common cloud environment. In such a situation,
we focus on working relationships in a particular
service domain. To measure it, we compare
interactions between a trustor and a trustee, as
calculated in the Formula 1:
¢!
K (,)=M

=
|Cf|

(1)

where cj is the vector of interactions between
trustor i and trustee j, and cj is the vector of
interactions originated atj. The symbol |.| represents
the determinant of a vector. K™ represents
a relative measurement of shared interactions to
total interactions originated at the trustee.

It is reasonable to expect more collaboration
between objects if they have a history of frequent
and long interactions. As a result, we can get
values for cooperativeness, frequency, and
duration (CFD) trust attribute using Formula 2:

0 %o Cn

Kii _;tm E(Cm)'

Here, c,, c,, ..., ¢, is a set of interactions over

some period in which the trustor is interested. ¢

is the length of mth successful interaction between

the trustor and the trustee and t _is the total length

of m interactions of the trustee. E(c,) is the binary

entropy function which measures the balance

in the interaction and can be calculated with
Formula 3:

E(c,)=—plog p—(1-p)log(1-p), (3)

where p is the fraction of the interactions between
the trustor and the trustee. E(c,_ ) follows a binary
distribution as stated in (D. J. MacKay, 2003). It is
evident that the maximum entropy (i.e., E(c,)=1)
is reachable only when p=0:5 that is 50 percent
contribution from each party.

Then it is important to have a feedback model
in order to assess the historical experiences of
interactions between a trustor and a trustee, as it
is critical to maintain the maximum trustworthiness
levels. To achieve it we use the following
exponential downgrading Formula 4.

)
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Here, ||C]| is the total number of interactions
during a period t, and ||Cp|| the total number
of unsuccessful or suspicious interactions. To
penalize misbehavior, the slope of the distribution
is increased in comparison to the standard
exponential distribution. As a result, a greater
number of malicious interactions leads to a lower
reward value.

It is intuitive to assume that a greater number of
shared objects indicates a higher level of similarity
between them. However, mutuality alone cannot be
used as a TA, since the number of mutual friends
is proportional to the total number of friends each
object has. As a result, an object with many friends
gains an additional advantage over an object that
has recently joined the network, even if the latter
is more trustworthy. To avoid such situations,
a relative measure of mutuality with respect to
the total number of friends is used instead. This

is essentially the centrality property of the trustee
and is calculated using Formula 5:

Ml
MC
KO- ©)
where M, is the set of common friends between i
and j, and N is the set of trustee’s friends.
Conclusions. Securing cloud environments
remains a complex task, but the set of trust
attributes described in this paper can be used to
implement new security mechanisms for cloud
environments. Such mechanisms should be
better suited for handling the dynamic nature of
such environments. Our next steps will be to use
available technologies to gather and store data
required to calculate values of these attributes.
Once this data is ready we can use it to implement
an algorithm for making trust based decisions
for interactions between components of cloud
environments. Then the focus will be on improving
accuracy of this algorithm and optimizing it so it
can be used in real world use cases.
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