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Abstract. With the growth of the information technology market and the constant increase in
demand, companies began to carry an unprecedented burden on their own infrastructure, trying
to meet t customers’ growing expectations. Safe, reliable, and fast services are a top priority for
companies that are largely trying to meet the expectations of their customers and adjust to the
constant changes in the service market. With constant efforts to increase their own computing
power, infrastructure and storage space, companies are increasingly finding that the cost of
developing and maintaining a reliable, secure, and at the same time scalable infrastructure is
prohibitive.

To cope with the challenges of acquiring and maintaining their own infrastructure solutions,
companies can take advantage of off-the-shelf solutions such as cloud computing. Cloud
computing is a fast-growing industry that allows companies not to focus on expanding their own
local infrastructure and, instead, move to the use of ready-made Internet services. Cloud service
providers provide access to storage and processing, as well as software at affordable and dynamic
prices, which allows companies to save money by adopting cloud solutions. Cloud services provide
a variety of service models, each capable of meeting a specific set of business requirements and
needs. The main service models include Infrastructure as a Service (IaaS), Software as a Service
(SaaS) and Platform as a Service (Paa$), the features and disadvantages of which vary and are
interchangeable, allowing you to choose a more suitable model.

This article explores existing solutions and services and provides the advantages and
disadvantages of using one or another solution for various needs and highlighted the most
universal solution suitable for most requests. In the study, the most popular solutions related to
cloud computing present and analyze their key features. The most powerful and attractive
service for processing a large amount of input data, including space images, is IaaS. When used,
it provides high speed and availability of resources, adaptation to the task, data security due to
distributed storage and processing, which allows increasing performance and minimizing latency
for the end user.
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1. Problem statement

Using and maintaining infrastructure is a very costly practice, as the companies
have to constantly hire qualified personnel and upgrade the current infrastructure.
Among other things, the company needs to constantly worry about security, as
vulnerabilities can be found in the software used, potentially leading to security
problems. An equally important problem with the support of its infrastructure is
adaptability to growing and seasonal demand, since with an increase in the number
of customers, the load increases, which leads to the mandatory expansion of the
infrastructure. The variability of demand leads to the fact that most of the time, the
equipment is idle since it must be ready for peak and seasonal loads, which leads to
unnecessary costs for its support. The use of cloud computing helps avoid most of
the problems, but the company needs to choose its needs.

This paper proposes the features of the leading cloud computing models and
comparisons with the most versatile of them. The research results use to select a
more suitable solution and use it based on the need for specific needs.

2. Analysis of recent reports and publications

The field of cloud computing is the most growing niche in the IT industry
today. Many tech giants have changed their priority for several years to provide
access to their resources and increasingly integrate with IoT and cloud computing.
Some of the most prominent players in this market that provide their services are
such companies as Google, Oracle, Amazon, Microsoft, IBM [1-5], each of which, in
turn, provides the maximum coverage of all possible areas related to storage data,
cloud computing, artificial intelligence, analytics, and many other services.

One of the problems in communicating information about services is focusing
on their advantages and solutions, compared to competitors, which is a regular
business practice, but creates difficulties for companies and customers when
selecting and searching for information on the technology itself, and not on a
specific service provider. Implementation of cloud solutions allows companies to
save up to 30% [6]. Also, selecting a suitable technology and migration from an
existing service is quite common, which creates additional difficulties during
migration associated with a partial or complete incompatibility between various
service providers, which mainly make customers more attached to their ecosystem.

Concerning IaaS, this service is provided by all major service providers since
this is one of the most popular services among the services provided. However, the
approach may differ from provider to provider, which can present some difficulties,
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in the event of which, IaaS will be the universal service in this regard since it allows
us to change the supplier at a lower cost.

3. Purpose of the Study

The study's primary purpose is to analyze and evaluate existing service
solutions for use in cloud computing, data storage, and data analysis in the
information space. A comparison of the most popular cloud computing solutions,
namely, these include their features, advantages, and disadvantages, compared to
[aaS.

4. Description of Main Material of Research

Cloud computing is needed for its application, regardless of the type of task
and industry. The main advantages of cloud computing are the following:

- Flexibility: the use of cloud computing allows us to get access to the most
advanced technological solutions since all the care of updating the infrastructure
and using the latest solutions falls on the cloud service providers.

- Cost minimization: by the cloud, we can pay only for the resources used,
which avoids the downtime of already paid equipment.

- Elasticity: cloud computing allows us to gradually scale the required number
of resources according to needs and respond to surges in activity or unforeseen
situations more quickly.

As well as advantages, cloud calculating also has disadvantages that must be
considered when using the cloud services, like the following:

- Constant connection to the network: to gain access to the services provided
by the clouds, we need a constant connection to the Internet.

- Closed source: most cloud providers systems are closed and do not provide
at all or with some restrictions the ability to customize the service for our purposes.

- Confidentiality: for all the reliability of storing data in public clouds, it is
still not recommended to use them to store valuable documents or essential
information. Today it is impossible to guarantee complete confidentiality and data
protection.

There are three main groups of cloud computing: Infrastructure-as-a-Service
("TaaS"), Software-as-a-Service ("SaaS"), and Platform-as-a-Service ("PaaS"). These
services are also called cloud computing stacks, as they stack on top of one another.
Each of them should be used depending on the needs since there is no universal
approach. The business needs to choose the appropriate one depending on the task
at hand.
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- IaaS: one of the main groups of cloud computing. The use of the IaaS scheme
provides IT infrastructure on demand (virtual machines, storage, servers, and
others.), which gives maximum flexibility and scalability, as well as a pay-as-you-go
system.

- PaaS: refers to services that provide access to development tools, which
require deploying a system for managing web or mobile applications and eliminates
the need to deal with the underlying infrastructure of servers, storage, and databases
required for the development.

- SaaS: a model in which the customer's software deploys at a cloud solution
provider’s infrastructure. It uses in cases where instead of spending money on
maintaining our infrastructure, the subscription model is the best solution.

The best way to understand the main difference between the models is to
compare their management approaches responsible for and available to the end-
user. Unlike traditional IT and its approach, IaaS, PaaS, and SaaS provide a more
progressive level of abstraction. IaaS abstracts aspects such as data storage,
networking, physical computing, and the technology required to virtualize these
resources. The PaaS model, in turn, abstracts the runtime, software, and operating
system. SaaS provides the end-user with all applications as a service, entirely
abstracting everything else.

Services | Troditional | loaS | Poas | Saas
™ =

_.

Figure 1 - Management approaches of different models

Cloud technologies with different forms of ownership divided into different
types, the choice or application of any of them are suitable for different cases and
depend on the purpose of the main types of clouds. The following three can be
distinguished:
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- Private: A controlled and secure IT infrastructure that is deployed and
operated for a single organization. The third party or contractor is fully responsible
for the deployment and management of the infrastructure.

- Public: it is used simultaneously by many companies and services that do
not have access to this cloud's management and maintenance, but the resource
owner does the maintenance, allowing anyone to buy resources for their own needs,
regardless of whether it is a company or an individual.

- Hybrid: Includes the best solutions and qualities of private and public clouds
to solve a glorified task. It mainly uses seasonally when the internal IT infrastructure
does not cope with the tasks set, the public cloud's capacity is rented and used, and
when necessary, to provide access to the company's resources to a third party from
the outside.

- Multi-block environment: The main difference from the hybrid approach is
the use of many cloud computing resources and power in a single, cohesive
architecture.

The development of cloud computing is proceeding at an incredible pace; in
2020, 48% of IT infrastructure spending directed to the cloud, which is
approximately $57.8 billion [7].

The essential benefit of IaaS is its flexibility and scalability in use. Using this
approach, the business or the end-user can control when it is necessary to increase
or decrease the infrastructure's capacity, which will allow it to adapt to seasonal or
temporary needs and save on this in the long term. Flexibility in configuration will
allow us to automatically adjust the distribution and use of resources according to
the need, which will avoid problems with a sharp increase in traffic. Doing
international business allows us to leverage on-premises or nearby cloud computing
resources, increasing the system's speed and responsiveness since clouds are in
many locations worldwide. Using off-the-shelf cloud solutions will allow us to focus
on expanding our business without investing in additional infrastructure.

Security should always be a priority in any aspect of the IT infrastructure, as it
poses a threat to the entire infrastructure, business, and privacy. Most IaaS services
make considerable investments in their security system, as they are responsible for
the safety and security of the data they store. The primary means of protection are:

- strict binding to the service's physical location,

- compliance with local laws on the storage of information, and

- the use of reliable authentication systems in the service.
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One of the critical security enhancements provided by IaaS is data encryption,
such as end-to-end encryption when transmitting and storing sensitive data, which
in most cases provides a greater level of protection than using own infrastructure for
hosting, responsibility for the safety of which lies entirely with us.

The improved performance is one of the well-known benefits of IaaS, as it is
fully scalable, and many cloud services support full control over it. The cloud
architecture provided for use by the provider is, in most cases, much more redundant
and reliable than its solutions. It is a paramount quality at the initial stages of
building a business, as it allows us to save on building our own IT infrastructure and
its maintenance while reducing total capital costs (CapEx) and allows us to get a
more productive system at the start. The Service Level Agreement (SLA) provided by
the IaaS service providers ensures that the level of performance will be maximum on
the cloud infrastructure used.

The guarantee of business continuity, the safety of backups, and a disaster
recovery system are the most significant advantages of IaaS cloud computing, which
allows us to protect ourselves from unforeseen situations. Most IaaS service
providers place their equipment in locations with maximum security, availability,
redundant power, and constant network access. Using our infrastructure, any of the
listed problems can ultimately limit the work, in contrast to using the cloud. Also,
for early resumption in case of an unforeseen situation, backup cloud resources can
be used, which is another advantage of clouds, which will maximize uptime.

Summing up the most significant advantages that can serve to use IaaS$, the
following list can be distinguished:

- Speed of work: using the IaaS model, we can allocate more of the required
resources in a shorter time, or vice versa, reduce the number of resources used,
which allows us to adapt to the desired task quickly;

- Multi-zone regions: allows us to significantly increase the availability of
resources and fault tolerance of systems since the entire infrastructure is not
assigned to a specific region, which makes storing data and their copies more secure;

- Response and performance: a more comprehensive geographic coverage
allows us to minimize latency to the end-user since the service that is closest to the
end-user is selected, increasing productivity;

- Pay-as-you-go: the model allows us to get rid of the traditional prepayment
for using the service since the cost depends on the number of resources used.

A less popular non-mainstream alternative to IaaS is Bare-metal-as-a-Service
("BMaaS"), currently being marketed by companies such as Intel and IBM. This
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service provides lower-level management than traditional IaaS. In BMaaS, resources
are also provided upon request and bills on a pay-as-you-go basis, just like IaaS. The
main difference from IaaS is that this model does not provide the end-user with
access to cloud computing and storage but provides direct access to the underlying
equipment. This approach provides almost complete control over the used hardware,
which can be helpful in some tasks. The big plus of this model is that it provides
access to hardware, and not virtual space, as in the case of other approaches, which
provides the most significant potential performance, which is extremely important
for computing cases like HPC and GPU computing, analytics, high-load database and
more.

When comparing similar IaaS and BMaaS models compared to the rest, they are
not competing, and each of them is suitable for a specific task and a specific use
case, and we cannot say which one is better or worse.

5. Conclusion

This paper discusses the current models for distributing services such as IaaS,
SaaS$, and PaaS, also less popular and similar to the IaaS model - BMaaS. A detailed
analysis of the above services allows us to come to the following conclusion about
the advantages and disadvantages of each of them:

- IaaS: is one of the most scalable services, allows you to select and deploy the
infrastructure for the required task, as it provides a lower-level management. Of the
disadvantages, it is worth emphasizing that a higher level of entry and suitable skills
are required to work with the service;

- PaaS: provides the best solution for a specific task, such as data storage and
management, also allows us to increase the necessary capacity at any time, which is
useful for fast-growing projects. Of the shortcomings, it is worth noting that in most
cases there are difficulties when migrating from one provider to another, with data
transfer;

- SaaS: has a high number of abstraction levels, which will allow us to quickly
deploy infrastructure for simple and trivial tasks. The disadvantages include the fact
that when expanding the service on this infrastructure, problems begin to arise with
scalability and the transition to another, lower-level service.

After weighing all the advantages and disadvantages, we came to the
conclusion that the most attractive service for processing large amounts of data,
namely aerospace images, is IaaS. This service allows us to use the necessary
infrastructure as needed, and scalability allows us to select a configuration

depending on the task.
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Further exploration could be to deepen the use of the different models and
decompose their features in more detail, to represent areas of use more directly and
in more detail, and to create new sub-models that could cover different needs in
more detail.
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JocnioxenHa epekmusrHocmi sukopucmanHa IT-iHgppacmpykmypu
AK cepBicy 019 XMAPHUX 064UCNIeHb

3 pocmom puHKy iHGopmauiliHux mexHonoz2ili i nocmiliHum 36ibWeEeHHAM nonumy, KoMna-
Hii noyanu Hecmu 6e3npeyedeHmHe HABAHMAXEHHA HA BAACHY THPACMpPYKMYpY, HAMA2AKOYUCh
sunpasdamu 3pocmaroyi 04iKyBAHHA KAiEHMIB. be3neyHi, HAOIUHT 1 WBUOKI NOC/ayaU - € OCHOB-
HUM npiopumemom 014 KOMNAHIU, AKI 8 3HAYHIU MIPI HAMA2AOMbCA BUNPABOAMU OYIKYBAHHA
CBOIX KMIEHMIB 1 N1IOAAWMOBYIOMbCA N0 NOCMIUHT 3MTHU HA PUHKY nocaye. 3 nocmiliHuUmMu cnpo-
6amu 36inbWEHHA BAACHUX 064UCT0BANBHUX nomyxHocmel, pO3WUPeHHAM THppacmpykmypu i
npocmopy 015 36epieaHHA 0aHUX, KOMNAHIi BCe Yacmilie BUABAAMb, WO BUMPAMU HA PO3POO-
Ky 1 06C/1y208yBaHHA HAOILHOT, 6e3neyHoi 1 8 moli e yac MacwmabosaHoi iHpacmpykmypu €
HeNnoMipHO BeJIUKUMU.

Ansa mozo wob snopamucsa 3 npobaemamu npudbaHHS 1 NIOMPUMKU BAACHUX THpacmpy-
KMYPHUX pilueHb, KOMNAHIi MOXymb CKOPUCMAMUCS 20moBUMU PILUEHHAMU, MAKUMU SK XMAPHI
004UCNIeHHA. XMAPHT 06YUCNIEHHS - € WBUOKO3POCMAKYOI0 2ay33t0, AKA 003BOJIAE KOMNAHIAM He
3a20cmprosamu yB8azy Ha po3WUPEHHT BAACHOT JIOKAbHOT THpacmpykmypu 1, 3aMicme 4020,
nepelimu Ha BUKOPUCMAHHA 20MOBUX THMepHem-cepsicis. [locmayansbHuKky, AKI 3aimarmscs
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XMApHUMU nocayzamu, Hadaroms docmyn 0o 36epieaHHA ma 06pobKu OaHUX, a MAKOX Npozpam-
H020 3a6e3ne4eHHs 3a 00CMyNHUMU 1 OUHAMIYHUM YiHaMU, uj0 003B0JIIE KOMNAHIAM 3aowaoumu
30 paxyHOK BNPOBAOXKeHHS XMAPHUX pilieHb. XMapHi cepsicu Hadaroms pizHi Mmodesi 06cy208y-
BAHHS, KOXHA 3 AKUX 30amHa 3a0080/1bHUMU nesHull Habip sumoz i nompeb 6i3Hecy. JJo 0cHOB-
Hux modenel nocaye Hanexams maki Ak «IHgppacmpykmypa Ak cepsic» (IaaS), «[lpoepamHe 3a-
be3neyeHHs sk cepsicy (SaaS) 1 «llnamgopma sk cepsicy (PaaS) ocobausocmi i HEOOMIKU AKUX
BAPIOIOMbCA T B3AEMO3AMIHHI, W0 00380/1A€ Ni0ibpamu 6i/bw 810N0BIOHY MOOEsb.

Y pobomi nposedeHo 0ocniOxeHHS ICHy0YuUX pilueHb 1 3acobis, a MaKox HadaHi nepesazu
1 HeOOMKU BUKOPUCMAHHSA MO20 YU THWO020 pilleHHs O/ pi3HUX nompeb i BudineHo came yHi-
BepcasbHe pilleHHs, Wo nioxodums nid 6inbwicms 3anumis. B x00i 0ocnioxeHHs HaseOeHT Hal-
nonynApHiWi Ha OaHUl MOMEHM pDilieHHSA, NOB'A3AHT 3 XMAPHUMU 0BYUCTEHHAMU 1 BUKOHAHUL
aHani3 ix Kaw4osux ocobausocmeli. Halibinbw nomyxHum ma npusabausum cepsicom 045 06-
POOKU BenUK020 06cs2y BXIOHUX OaHUX, 30KpemMa KOCMiYyHUX 3HIMKIB, € IaaS. [lpu (io2o sBukopuc-
MaHHI 3a6e3neyyembCs BUCOKA WBUOKICMb pobomu ma docmynHicms pecypcis, adanmauyis 0o
nocmassieHoi 3a0ayi, 6e3neyHicmes OAHUX 3G PaXyHOK po3nodineHo20 36epizaHHa ma ob6pobKu,
wo 00380/14€ 3611bLIUMU NPOOYKMUBHICMb Ma MIHIMI3yBamu 3ampumKy OJI KiHUeB020 Kopuc-
mysaya.

Conpgarenko JImutpo BomogumupoBud — aciripadT Kadenpu iHpopMmaliiiHux Te-
XHOJIOTIM i cucTeM, YKpalHCbKNUI Iep>KaBHUI YHIBEPCUTET HAYKM i TEXHOJIOTIN.

I'natymeHko Bikropis BomoaumupiBHa - 1.T.H., ipodecop, 3aBigyioda Kadeapoio
iHpopMaIliifHKMX TEeXHOJIOTii i cucTeM, YKpaiHChbKIIT lepsKaBHMI YHiBepCUTET HayKU

i TeXHOJIOTi.
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