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Annotation. Creating an effective system for detecting network attacks requires the use of quali-
tatively new approaches to information processing, which should be based on adaptive algo-
rithms capable of self-learning. The mathematical apparatus of the Kohonen self-organizing map
(SOM) was used as a research method. Python language with a wide range of modern standard
tools was used as a software implementation of the Kohonen SOM addition, this section compiles
the Python software model «SOM_UZ2R» using a Kohonen SOM. Created «SOM_UZ2R» software
model on database NSL-KDD an error research was performed for different number of epochs
with different map sizes. On the «SOM_UZ2R» model the research of parameters of quality of de-
tection of attacks is carried out. It is determined that on the «SOM_UZ2R» created software
model the error of the second kind of detection of network classes of attacks Buffer_overflow
and Rootkit is 6 %, and for the class Loadmodule reached 16 %. In addition, a survey of the F-
measure was conducted for a different number of epochs of learning the Kohonen SOM. It is de-
termined that for all network attack classes (except Buffer_overflow) the F-measure increases,
reaching its maximum value at 50 epochs.
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Formulation of the problem. Creating an effective system for detecting network
attacks requires the use of qualitatively new approaches to information processing,
which should be based on adaptive algorithms capable of self-learning. The most
promising direction in the creation of such systems for detecting attacks on a com-
puter network is the use of neural network technologies, which confirms the rele-
vance of the topic of this work.

The aim of this article is to identify U2R network classes by means of a Koho-
nen SOM. The following tasks are set according to the purpose: 1) review neural
networks to identify network attacks; 2) create a software model of a Kohonen SOM
to identify network classes of U2R category; 3) determine the optimal parameters of
the Kohonen SOM; 4) conduct research on network quality detection parameters.
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Analysis of recent research. At the present stage, the most promising direction
in the creation of attack detection systems is the use of neural networks: Multi Layer
Perceptron, MLP [10-11]; Radial Basis Function Network, RBF [4]; Self Organizing
Maps, SOM [2, 5-6, 8]; Adaptive-Network-Based Fuzzy Inference System, ANFIS) [4]
and based on a combination of computational intelligence methods [1, 4].

On the one hand, neural networks with different topologies can detect different
attacks, but erroneous triggers also do not always occur on the same network packets
when analyzed using different types of neural networks. In addition, each type of
neural network has its advantages and disadvantages that need to be considered or
additional research. For example, the RBF learns faster than the MLP, it is necessary
to determine the number of radial elements, their location and deviation values, the
RBF model requires slightly more elements, namely it will run slower and requires
more memory than the MLP model.

On the other hand, attempts are being made to use neural networks at different
levels. For example, in [11] the structure of a hypothetical complex is considered,
and consists of five neural networks (NNs) of the multilayer perceptron type. In [9]
reviewed existing datasets, the most common of which is the NSL-KDD database,
initiated by the US DARPA Agency based on the KDD'99 database [7]. It should be
noted that today there are a number of scientific papers by various scientists and
scholars on the definition of network attacks in the categories of DoS and Probe, but
there is little work on the study of network classes for categories R2L and U2R. Ac-
cording to [6], existing intrusion detection systems based on SOM have difficulties
due to the long computation time and low detection rate of U2R and R2L attacks.
In [3], a research of two approaches to detecting network attacks using a single neu-
ral network and a set of neural networks based on the calculation of quality indica-
tors for detecting attacks, among which errors of the first and second kind are im-
portant.

Setting task. The rapid development of computer networks and information
technology causes a number of problems related to the security of network re-
sources, which require effective approaches. The use of neural network technology is
the most rational, because neural networks have the following advantages: solving
problems with unknown patterns; resistance to input data noise; adaptation to
changes in the environment; potential ultra-high speed. In this paper, it is necessary
to identify network attack classes of the U2R category. U2R network attacks are sys-
tem attacks in which a hacker starts a system with a normal user account and tries to
abuse vulnerabilities in the system to gain superuser privileges. This type of attack is
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divided into the following classes: Buffer overflow, Loadmodule, Perl, Rootkit. The
NSL-KDD database [7] presents a sufficient number of parameters for the network
classes Buffer overflow, Rootkit, Loadmodule. Because the database does not have
enough parameters for the Perl class, it will not be used.

The structure of the Kohonen SOM. Kohonen neural networks — class of
neural networks used to solve classification problems. It is divided into many types
according to the methods of adjusting the scales. This work used a Kohonen SOM,
structure of the SOM is presented in Fig. 1. The initial parameters are 41 parameters
of network traffic. As the resulting data: Y1 — there was an attack of the Rootkit
class; Y2 — there was an attack of the Loadmodule class; Y3 — there was an attack of
the Buffer overflow class; Y4 (normal) — there was no attack.
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Figure 1 — The structure of the Kohonen SOM

Algorithm of functioning of the Kohonen SOM can be represented:

Step 1. Arrange the weight vectors of the node in random order on the map.

Step 2. Randomly select the input vector.

Step 3. Bypass each node on the map.

Step 4. To find the similarity between the input vector and the weight vector of
the map node, you must use the euclidean distance.

Step 5: Remember the node that has the shortest distance as the Best Matching
Unit (BMU).

Step 6. Update the weight vectors of the nodes near the BMU inclusive, by
approaching the input vector according to the following formula:

W =W 0y, ) afs)* (DO - W' ),
where W, — new node weight vector; Wfld - previous node weight vector;
O(u,v,s)— proximity function; a(s)- learning rate; D(t?) - vector target input; s — cur-
rent iteration; u — index of the best matching node on the map; v — node index on
the map.
Step 7. Increase s and repeat until s < A, where A - limit of iterations.
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Characteristics of the created «<SOM_U2R» software model. To detect U2R
attacks, the «<SOM_U2R» software model was developed, which is based on the algo-
rithm of the Kohonen SOM. The structure of «SOM_U2R» model is shown Fig. 2. 41
parameters of network traffic were fed to the input «<SOM_U2R», the result of execu-

tion is a two-dimensional map with distribution on it of network classes of attacks.
The software model is waiting for the input clearly 41 parameters, otherwise it will
not work properly. Connect the libraries needed to implement the required func-
tions, namely: Numpy, Matplotlib, MiniSom.

Neural network training and testing. A training sample of 55 selections is
presented at the input of the neural network. The number of epochs of study was 10;
the dimension of the card was 20*20. A sample containing 40 vectors (examples) was
used to test the neural network. Neural network testing has been conducted for 10
epochs. The result of the «SOM_U2R» software model is presented in Fig. 3; Rootkit
class (red circle); Loadmodule class (green square); Buffer overflow class (blue
cross); Normal (yellow cross).
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Figure 2 — The structure of the «<SOM_U2R» created software model
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Figure 3— The result of the «<SOM_U2R» model for training and testing

Determining the optimal parameters of the Kohonen SOM. Conducted on
the created «<SOM_U2R» model errors for different number of epochs (10, 20 and 50)
for different map sizes: 5*5; 10*10; 20*20. The table shows that the smallest value of
error is achieved for Kohonen SOM, the size of which is 20*20, with 10 epochs.

Research of parameters of quality of detection of network attacks. The as-
sessment of the quality of detection of network attacks on the «<SOM_U2R» model is
performed according to the following parameters: TP (True Positive) — the classifier
correctly assigned the object to the class under consideration; TN (True Negative) —
the classifier correctly states that the object does not belong to the class under con-
sideration; FP (False Positive) — the classifier incorrectly assigned the object to the
class under consideration; FN (False Negative) — the classifier incorrectly states that
the object does not belong to the class under consideration. One of the main ones is
the second kind of error; the results obtained are summarized in table 1.

Table 1
The results of research of different network classes on «<SOM_U2R»
Rootkit Loadmodule Buffer overflow
TP | FP | TP, % | FP, % | TP | FP | TP, % | FP,% | TP | FP | TP, % | FP,%
6 |0 11 0 18| 0 33 0 8 0 14 0
FEN [TN | EN, % | TN, % |EN | TN [ EN,% | TN, % | EN | TN | EN,% | TN, %
2 | 46 6 83 9 | 28 16 51 3| 44 6 80

The table shows that the largest value of the error of the second kind of 16 % is
achieved when detecting the network class Loadmodule. The obtained values of
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other parameters are summarized in table 2, where TPR (True Positive Rate) — shows
the proportion of found objects in the class; FPR (False Positive Rate) — shows the
proportion of incorrect classifier triggers to the total number of objects outside the
class; accuracy — shows the share of correct classifications; precision — shows the
share of class objects among the objects selected by the classifier; recall - shows the
proportion of class objects found in the total number of class objects.

Table 2

Parameters for assessing the quality of attack detection on «SOM_U2R»

Indicator TP | FP | EN | TN | TPR | FPR | Accu- Preci- Re-
racy sion call

Buffer overflow 8 0 3 44 | 0,73 0 0,95 1 0,73
Loadmodule 18 | O 9 | 28 | 0,67 0 0,84 1 0,67
Rootkit 6 | 0| 3 |46 |067| O 0,95 1 0,67
Normal 8 0| 2 |45 ]08 | O 0,96 1 0,80

The created «SOM_U2R» software model well detects network attacks such as
Buffer overflow and Rootkit with an accuracy of 0,95; but errors may occur when de-
termining the Loadmodule network class (accuracy was 0,84).

Research of F-measures on different number of epochs. A research of the
F-measure of detecting network classes of attacks on the «<SOM_U2R» model for a
different number of learning epochs (Fig. 4).
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Figure 4 — The value of the F-measure by the number of epochs of learning

The F-measure is the average harmonic value between accuracy and complete-
ness. The figure shows that for all types of attacks, except
Buffer overflow, the F-measure increases, reaching its maximum value
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at around 50 epochs. For Buffer overflow, the maximum value of the F-
measure is observed in 30 epochs, but to ensure maximum efficiency in
detecting network attacks, the neural network must be stopped at 50
epochs. As the Rootkit and Loadmodule network attack classes show the
best results at the 50 epoch mark, thus sacrificing the growth of the
Buffer overflow network class.

Conclusions

e Based on the results of the survey, the following neural networks may be used
to determine attacks: MLP; RBF; SOM; fuzzy network. To detect U2R network
classes: Buffer overflow; Load modules; Rootkit using NSL-KDD open database and
further research selected Kohonen SOM.

e To identify U2R network classes, the «<SOM_U2R» software model was created
on Python using a Kohonen SOM, the input of which was supplied with 41 network
traffic parameters. On the «SOM_U2R» software model error studies on the number
of epochs (10, 20 and 50) with different map sizes: 5*5; 10*10; 20*20. It is
determined that the smallest value of error is achieved on the map 20*20 at 10
epochs.

e On the «<SOM_U2R» model researches of parameters of quality of detection of
network classes of the U2R category are carried out. It is determined that on the
«SOM_U2R» model the error of the second kind of detection of network classes of
attacks Buffer overflow and Rootkit made 6 %, and for the Loadmodule class reached
16 %.

¢ On the «SOM _U2R» created software model the research of F-measure on
various quantity of epochs of training of the Kohonen SOM is carried out. It is
determined that using the «SOM_U2R» model for all classes of attacks of the U2R
category (except Buffer overflow) the F-measure increases, reaching its maximum
value at the level of 50 epochs.
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BusHnauenHnss amak kamezopii U2R 3acobamu SOM
Ha ocHogi 6a3u danux NSL-KDD
CmeopeHHst eeKmueHOi CcuCmemMu BUSIBJIEHHSI Mepexesux amax Bumazae
3aCcmocy8aHHsl SKiCHO Hoeux hidxodie 0o 00pobOku iHGopmayii, SKi NOBUHHI
TPYHmMyeamucst Ha a0anmueHux anzopummax 30amuux 00 camoHasuaHHs. Hatibinobw
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nepcnekmMu8HUM HANPSIMKOM y CMBOpPeHHI NodiOHUX CUCMeM 8UsI8JIeHHS amdaK Ha
KOMNtomepHy Mepexcy € 3aCmOoCy8aHHsl HellpoMepeXcHUX mexHos02ill, ujo niomeepoxcye
akmyaabHicme memu 0aHoi pobomu. Y sskocmi memody 00CNiOHEHHsT 8UKOPUCMAHUL
MamemamuuHuii anapam camoopzaisyiouoi kapmu KoxoHena 41-2-4, de 41 - Kinvkicmo
8xiOHUX HelipoHi8 (napamempu mepexcesozo0 mpadgiky); 2 - KilvKicme wapis;
4 - Kinvkicmes pe3yasmyrouux HelipoHie (Rootkit, Loadmodule, Buffer overflow ma
gidcymHicme amakxu). Y sIKocmi npozpamHoi peanizayii camoopzadizywuoi kapmu
KoxoHeHa sukopucmana mosa Python 3 wiupokum cnekmpom Cy4acHux cmaHoapmuux
3aco6ie. Ha cmeopeniti npozpamHiti modeni «SOM_UZR» 3 8UKOPUCMAHHAM 8i0KpUumoi
6a3u danux NSL-KDD nposedeHo 00CnidxceHHs: NOMUKU 3a Pi3HOI KiZbKiCmio enox npu
pi3Hux posmipax kapmu: 5%5; 10*10; 20*20. Bu3HaueHo, W0 HaliMeHuie 3HAYEHHS
nomusnku docsieaemosc Ha kapmi 20*20. Ha cmeopeHili npozpamHiii modeni «SOM_UZR»
nposedeHo docnidxieHHs nhapamempie sikocmi eusenenHs amak: True Positive; True
Negative; False Positive; False Negative ma iHwi. BudHaueHo, wjo Ha npozpamHtiti mooeni
«SOM_UZ2R» nomusnka dpyzozo pody cknana 6 % ons Buffer_overflow i Rootkit, 16 % 0ns
knacy Loadmodule. Kpim mozo, nposedero docnidmceHHs: F-mipku (cepedHezapmMOHiuHO20
3HAUYEHHS MI¥C MOYHICMIO Ma NO8HOMOK) 34 PI3HOK KINIbKICMI0 enoxX HABUAHHS
camoopeaHisywuoi kapmu KoxoHena. Bu3HaueHo, wo 0na ecix amak (Kpim
Buffer overflow) F-mipka 3pocmae, docsizarnuu €8020 MAKCUMANIbHO20 3HAUEHHS
(50 enox).
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