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Abstract. The proposed methodology of "SoftSkillsMathFIS" for the formation of
competencies of applicants for a bachelor's degree in blended learning in the discipline
"Mathematical Foundations of Information Security": 1) study of mathematical concepts (symbols
Legendre and Jacobi, their properties) during lectures conducted with the help of Zoom system, 2)
algorithmization and programming for the implementation of the Solovey-Strassen test and the
organization of relevant research during laboratory work, 3) acquisition of practical skills in using
probabilistic tests to determine the primality of a number on based on various mathematical
approaches and tools when performing independent work with use of recommended sources, 4)
elaboration of theoretical material on using the lecturer's presentations and passing testing in the
"Lider" system.
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Statement of the problem.

The current state of the world, which is associated with a constant the spread of
infected diseases and the prolonged continuation of military events, life-threatening
applicants, led to the use of mixed training, in particular in the discipline
"Mathematical Foundations of Information Security", and as well as the formation of
relevant professional and subject competencies, and development of Soft Skills skills
in applicants for a bachelor's degree in the following difficult conditions of our time,
which confirms the relevance of the topic.

Analysis of the latest research.

Competency assessment is the subject of research by many scientists [1]. At the
present stage, it is important to Comparison of Ukrainian education in international
studies of the quality of education. The analysis of recent studies and publications
revealed the following: 1) lack of unified information and communication
technologies for training discipline "Mathematical Foundations of Information
Security"; 2) Necessity solving comparison systems by modules to ensure the
security of information in information and telecommunication systems and computer
networks; 3) the existence of a feature of generation Z; 4) development of Soft Skills
applicants' skills, and became the basis for the development of our own
methodology.
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The aim of the article is to develop a methodology of "SoftSkillsMathFIS" for
the formation of competencies and Soft Skills for Bachelor's degree applicants
specialty "Cybersecurity" in the performance of brigade tasks in the discipline
"Mathematical Foundations of Information Security".

General characteristics of the "SoftSkillsMathFIS'" methodology

With mixed training (a combination of face-to-face and distance formats, the use
of "Zoom" and "Lider", communication in social networks) proposed methodology
"SoftSkillsMathFIS" provides an opportunity for applicants for the first degree in the
discipline "Mathematical Foundations of Information Security": to get an idea of
probabilistic tests to determine the primality of a number; study the Solovey-Strassen
test [2]; analyze the solution of control cases No. 1-2 [3]; solve brigade tasks with the
development of Soft Skills; formulate an appropriate conclusion.

1. The Legendre symbol

Let p — a prime number, #>2, a is a whole. The Legendre symbol is

p—1
L(a;p)=a * (mod p)

Properties of the Legendre symbol
1) 1f @=bmodp) o, Lla;p)=L(b;p)
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2) L(a2§p) :1, including L p)=1
p-1
3y L=Lp)=(1 2
4y La-b-...-s;p)=L(a; p)- L(a; p)- L(b; p) - ...- L(s; p),
5y L(a";P)=(L(a; p))"

Pl
6) L(2;P)=(-1) B

p=1g-1
7) L(g;p)=(=1) L(p; Q), where 2 4, p, q are prime odd numbers
(quadratic law of reciprocity).

r=lg-1
gy L(p;q)-L(g,p)=(-1) 2
These properties make it easy to compute the Legendre symbol without solving

comparisons using such an algorithm.

Algorithm for calculating the Legendre symbol L(a; p)

1) If a=1, then L& p)=1

p*-l
L(a;P)=(-1) * L(a/2;p)
(a-D)(p-D

3) If a—odd number and @ #1 then La;p)=(-D) * L(pmoda;a)
2. The Jacobi Symbol
The Jacobi symbol J(a, P) is a function defined for all integers a, reciprocally

2) If ais even number, then
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simple with a given odd number P, thus: if P=py-pypr _ decomposition of
the number P into prime factors (not necessarily different), then

J(a; P)=L(a; py) - L(a; py) - .- L(a; p,.),
where L(a;pi), i=l..,r _ Legendre symbols.
Properties of the Jacobi symbol
1) 1f4= b(modP)’ then J(@:P)=J(b;P)

2. py _ . Py —
2) J(a”;P)= 1, including JA;P)=1
P-1
3) J(-LP)=(-1) ? .
4) J(a-b-..-I;P)=L(a; py)- L(a; P) - L(b; P) - ...- L(l; P)
5 J@"sP)=(J(@P)"
i
6 J2P)=(-1)
P01
7y J@P)=CD) 2 2P0 where P#C. GCDP.Q)=I, ie. P, Q -
reciprocal prime odd numbers (quadratic law of reciprocity); GCD — greatest common
divisor.
P-10-1
g J(P;Q)-J(O.P)=(-) 2 2
Therefore, the Jacobi symbol is calculated according to the same rules as the

symbol Legendre. Here is an algorithm for calculating the Jacobi symbol.

Algorithm for calculating the Jacobi symbol J(a; P)

1) 1fa=1 then JLEP)=1

2) Ifa=b-c then J(@P)=Jb;P)-J(c;P)

P P

3) If 8 — even number, then J(2;P) = 1, butif 8 — odd number, then
J(2Z;P)=-1

4) J(a;P)=J(amod P; P)

sy J@pipy - p)=J(apy)-J(a;py)- e J(a; p,)

6) If GCD(a,P)=1, ai P — odd numbers, then :

(a—1)(P-1)

- when 4 — even number, J(a; P)=J(P; a);
(a—1(P-1)

- when 4 — odd number, J(a;P)=—J(P;a)

Remarks: it P=F , where p is a prime number, by definition the Jacobi symbol
is at the same time, the symbol of Legendre. Entering the Jacobi symbol quite often
simplifies calculating the Legendre symbol.
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3. Probabilistic tests to determine the primality of a number

Probabilistic tests require consistency evenly to work distributed random
numbers from the segment [1; n]. For each random number In this sequence, the
fulfillment of some conditions is checked. If any of these conditions are not met, then
the number n is composite. If all the conditions are met, then with With some
probability, it can be argued that n is a prime number. This probability the closer to 1,
the greater the number of random numbers to be applied. So In this way, probabilistic
tests are tried to be probabilistic methods that any number that a given method
declares to be prime, with extremely low probability may actually turn out to be
composite.

Let's consider the approach implemented in the Solovey-Strassen probabilistic

test. For an odd number # > 3 in terms of S, we denote a subset of multiplicative
%k

group of surpluses Zy , consisting of those elements a, that satisfy the comparison

J(a; n) = a"V? (mod n), where J(a, n) —Jacobi symbol. Due to the multiplicativeness
%k

of the Jacobi symbol, the subset of S, is a subgroup of Group Z”. By Lagrange's

theorem, the order of the subgroup S, of a finite group Zy has be the divisor of the

7" =o(n
order of the group. Because | " (n) , Where p(n)_ value Euler's function, the
n
my/2 . ISl 42 |
order of the subgroup S, can be at most ¢ , Le. 2 . Equality

|S |§§0(”)

2 indeed is the case for some numbers Carmichael, for example, for the
number 1729. Therefore, when a is a randomly chosen number with sets

{1,2,3,...,n—1} and @ esS
o) 1

number is 2(n=1) 2 :
4. Solovey-Strassen test

n_ the probability of randomly taking » as prime the

Step 1. Pick a random positive number 1 <a <n—1,
Step 2. If GCD(a; n)#1, then n is the composite number and the work of the
algorithm terminate.

. (n-1)/2
Step 3. Calculate value J=a (modn) .

Step 4. Calculate the Jacobi symbol J(a, n).
Step 5. If J=#J(a n)’ then the number 7 is composite.

Step 6. If J=J(a;n) , then the number 7 is prime and the probability that this
the result 1s false, does not exceed 0.5.
The prime number n passes the test with probability 1, because for all integers

ac(Ln-1) step 2 of the algorithm is performed by the definition of a prime
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number, and step 6 of the algorithm - according to the Euler criterion. If the number n
is composite, then both of these steps will be able to overcome only the elements of
the subgroup S, Therefore, the composite number n can withstand test with a

o) _1

probability, not higher 2(n=1) 2
Thus, the logical conclusion next: the error in the Solovey-Strassen test is one-
sided. Recurrence testing k times with different values of a reduces the probability of

k ) k. ) . . .
error to 1/2" | This means that when 2" different implementations of this algorithm
can be expected at most one incorrect conclusion about the primality of n. When k=

30 the probability of this error is less 107 .
5. Control example No. 1.
Check with the Solovey-Strassen test the primality of #n=2023 by choosing a
=792.
Solution.
GCD(a; n) = GCD(2023, 792) = 1.
Next, let's calculate

j=a""P"?(modn)_ 7922 V"?(mod 2023) _ o5,

The Jacobi symbol is J(a, n) = J(792; 2023) = +1.
Because 7 7 J(a;n)
2
n=2023 — composite. Really, 2023="7-177,
6. Control example No. 2.
Check with the Solovey-Strassen test the primality of n=5987, if the probability
g =0,001

Solution.

according to the Solovey-Strassen test, the number

of mistaking for prime is be less than

A composite number 7 passes one test with probability < 1/2 Into in the case
of an erroneous answer to the Solovey-Strassen test for k£ different values of a the

k
probability that the number n is still mistaken for prime is less or equal to 1/2%

k k
Let £ — positive integer for which 1/2% < &, ie. 1727 < 0’001. Away

k=210 g0 you need to choose 10 different values of a, to the probability of
&= 0,001_ Let'

mistaking n=5987 for prime was less than s choose @ = 3 as a

random number.
GCD(a; n) = GCD(3, 5987) =1.
Next, let's calculate

j=a"""2(modn) _3°77"D"2(mod 5987) = 3**” = 1(mod 5987)
The Jacobi symbol is

SJ2;3)=-(-1)=+1=
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So, at a=3, the number passed the primality test. Test results the numbers
n=5987 with other values of a are given in Table. 1 [3].

Table 1
a j= gb/2 (mod n) J(a; n)
3 1 1
5 -1 -1
7 -1 -1
9 1 1
11 -1 -1
13 -1 -1
15 -1 -1
17 1 1
25 1 1
101 -1 -1

So, for all the different ten values of the number a, we get Jj=J(a; n), 1.e. ten
times the number n=5987 passed the primality test and can be considered prime with
an error probability of less than 0.001.

Conclusions.

1. The proposed methodology of "SoftSkillsMathFIS" for the formation of
competencies of applicants for a bachelor's degree in blended learning under time to
complete team tasks in the discipline "Mathematical Foundations information
security" provides: the use of the "Zoom" system during the lectures; face-to-face
performance of laboratory work based on the created programs; performing
independent work based on recommended sources; communication in social
networks; conducting self-testing and modular testing with the help of the "Lider"
system.

2. Based on the use of the "SoftSkillsMathFIS" methodology, the degree
applicant "Bachelor": firstly, mastering subject competencies in the discipline
"Mathematical Foundations of Information Security" (using a probabilistic test
Solovey-Strassen on the definition of the primality of a number); secondly, it acquires
practical skills in scientific activities in the organization and conduct of research (use
of mathematical apparatus, algorithmization, programming, organization research and
analysis of the results obtained); thirdly, he masters professional competencies
(application of the theory and methods of protection to ensure information security in
information and telecommunication systems and computer networks); fourthly, "Soft
skills" (development of the ability to manage own time, the ability to work in a team,
the development of team members, when the result of the group is defined as a
summary and takes into account the achievements of each student of the group).
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Anomauyia. 3anpononosana  memoouxa  «SoftSkillsMathFIS»  wooo  gopmyearns
KomMnemeHmHocmel 3000y6ayié cmyneHs «6axkanasp» npu 3MIUAHOMY HABYAHHI 3 OUCYUNTIHU
«Mamemamuuni ocnosu inghopmayitnoi 6esnexkuy: 1) euguenHs mamemamuidHux NOHAMyb (CUMBOU
Jlexcanopa ma Akobi, ix eracmugocmi) ni0 uac AeKYIUHUX 3aHAMIU, WO NPOBOOIMbCA 3d
00nomoeor cucmemu «Zoomy, 2) ancopummizayis ma npocpamyéaHHs wooo peanizayii mecmy
Conoses-IlImpaccena ma opeanizayii’ 8ionoGiOHUX 00CHIOJHCEHb Ni0 Yac 1abopamopHux poodim, 3)
NpUOOAHHS NPAKMUYHUX HABUYKIE BUKOPUCMAHHS IMOGIDHICHUX MeCmi6 O/l BUSHAYEHHS NPOCHOMU
YUCIA HA OCHOGI PIZHUX MaAMeMamudHux nioxodié ma 3acobieé nio 4ac GUKOHAHHS CAMOCMIUHOL
pobomu 3 BUKOPUCMAHHAM PEKOMEHO08AHUX Odicepen, 4) onpaybo8y8aHHs mMeopemuyHo20
mamepiany 3 GUKOPUCMAHHAM Hpe3eHMAayill 1eKmopa ma npoxXoOHCeHHs MeCmy6anHs 8 CUCeM
«JTioep».

Knwouoei cnosa: komnemenmuicmo, smiwiane Haguanus, cumeon Jlexcanopa, cumeon Axooi,
eracmusocmi cumeois, ancopumm oouucients, mecm Conoses-LlImpaccena.
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